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Abstract  

This paper presents the result of a case study where the SBC 

model was used as a foundation to perform semi-structured 

interviews to test the security in a medical establishment. The 

answers were analyzed and presented in an uncomplicated 

graph. The purpose was to study the feasibility of letting the 

users participate, instead of exploiting their weaknesses. It was 

found that the approach of interviewing the subjects rendered 

interesting, and relevant, results, making it an approach that 

should be studied further due to its apparent gains: less ethically 

troublesome penetration testing, increased awareness, improved 

coverage and novel information as added bonuses. 
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1. Introduction  

The paper begins with an introduction to social 

engineering, penetration testing and the SBC model. It 

then presents our method and the results, ending with a 

discussion of usefulness of the approach. Social 

engineering is the manipulation of humans in order to get 

them to, more or less willingly, gives out information or 

access to an asset (Mitnick [1]). It can be in a simple form, 

such as simply asking for the information, or in more 

complex form with the use of complicated ruses. It might 

also be to use technical means to improve the efficiency 

of the attack or the scope of the attack. Phishing is an 

example of this, where manipulative techniques from 

social engineering are used in combination with 

techniques used in spam to form an efficient attack vector 

affecting thousands, if not millions, of potential marks at 

once (Jakobsson, [2]).  

For a long time, one of the most important tools in 

information security has been the penetration test. 

This tool gives us new insights into the weaknesses, 

and strengths, of a information security system. The 

focus has historically been on testing the network, 

firewall, and other technical aspects. The dilemmas 

with penetration testing and social engineering are 

discussed by Barrett [3], where the conclusion was 

that it is preferable better to use an audit style which 

has results and objectives that are clear and can be 

accepted by both subjects and company. The testing 

should also not lead to discipline or dismissal for the 

individuals.  

 

Another review of the social engineering audit 

approach was done by Hasle et al. [4] who did social 

engineering penetration tests that tried to test a larger 

population. They performed two tests; the first was a 

survey where the users were asked to submit their 

login information in order to authenticate if they were 

to win a price, the second test was an e-mail sent out 

which triggered a login box. The study by Hasle et al. 

[4], is interesting but it can be argued that it is testing 

resistance to Phishing attacks, rather than what we 

consider pure social engineering. For instance, in 

none of their tests human interaction was used. 

Another approach is the one used in Nohlberg [5] 

where the subjects were asked to answer a set of 

questions under a false pretext (in this case “micro 

efficiency”) in order to get them to answer somewhat 

truthfully about their actions in certain security 

related situations. A more traditional approach to 



social engineering auditing is argued by Jones [6], where 

the auditor is advised to actually perform social 

engineering attacks on the users. A similar approach is 

used by Orgill et al. [7], where they actually have a person 

trying to manipulate his way to information from the 

employees of the tested organization. They do this test in 

two stages. The first is to let the person wander around 

submitting employees to a written questionnaire with 

questions on security, logins etc., and the second stage is 

to try to gain physical access to the perimeters. Both 

approaches are disturbingly efficient. 81 % of the subjects 

asked gave away their login name. 59 % also gave away 

their passwords. Very few employees asked for 

identification or questioned the auditor. The auditor also 

managed to get unrestricted, physical access to the 

building. 

Dalrymple [8] describes the highly successful internal 

audit on social engineering done by the IRS, where they 

called a select number of users under some pretext, 

requesting their passwords, which 35 % of the employees 

gave out. The classic approach, as used by Orgill et al. [7] 

definitely has it uses, but the weakness are that it is costly 

(since it takes a lot of time to perform) and that it might 

be perceived as more ethically questionable among the 

employees. One can also question the educational aspect. 

Will tricking a subset of all users make those who were 

not audited identify with the colleagues that actually were 

conned and learn from that, or would they stick to the “lie 

detection” bias (Marett et al.[9]), believing that they 

themselves would not fall for “tricks like that”?  

For the audit professionals, Information Systems Audit 

and Control Association, ISACA [10] gives a list of areas 

that should be tested when doing a social engineering 

audit. Their suggested four areas to test are: 

• Test of Controls – the general overview of the 

organization, can give a basic knowledge usable 

in further tests. 

• Telephone Access – to use a set of well know 

attacks to test the resistance of the organization 

to attacks over the telephone. 

• Garbage Viewing – to see if there is any 

sensitive information being thrown away 

(dumpster diving). 

• Desktop Review – Check the user’s workplace. 

Merge the data from the social engineering 

audits with other audits.  

The guidelines given by ISACA [10] presents a basis for 

testing that could be perceived as ethical, at least by the 

organization, but the attacks suggested and the general 

set-up seems, in our opinion, to provide little useful data, 

and the approach leaves out any user input and feedback 

from the subjects, thus limiting the knowledge gained to 

that from a small set of attacks, and the learning 

experience of the subjects are absent. It also only tests 

how the users would act in a specific setting and does not 

give any general information about values, knowledge, 

attitudes etc.  

One of the novel approaches that inspired us was 

Stanton et al. [11] where they did a survey asking 

employees about their view on security, and then 

contrasting the results with an actual audit done by 

experts. The results from Stanton et al. [11] indicated 

that one of the key success factors lay in the clear 

communication that the management takes security 

seriously and that the employees believe that they are 

accountable for their actions. While this approach 

covers more areas of information security than the 

social, and was done in a survey, the idea was 

inspiring. 

 

The SBC-model 

In order to create questions on the social element of 

security we needed a model describing security that 

covered both social and technical issues in order to 

have a starting point. The frequently used SIS-model 

(SIS, [12]) seems more to be a model of the 

hierarchical set-up of an information security 

organization than a good description of the term 

information security in our opinion. It is especially 

lacking in the sections covering social elements of 

security, as they are not included. In fact, the 

efficiency of social engineering attacks against an 

organization that has modeled its security tightly after 

the SIS-model would probably be great, due to the 

attack falling “between the cracks”. A model of 

security which attempts to combine both the social 

and technical aspects of security is the  SBC (Security 

by Consensus) model proposed by Kowalski [13]. 

The model was developed using the socio-technical 

systems school as used by Trist [14] of the 

functionalist approach and Tägil's model of 

technology and social change [15]. The model starts 

with two basic components of a social subsystem and 

a technical subsystem. These subsystems are further 

divided into culture and structure, methods and 

machines. The components structure, methods and 

machines refers to both abstract structures such as 

authority systems and concrete structures such as 

roads and mass communication systems. The 

technical subsystem is divided into two artifacts of 

machines, and methods used to produce work with 

the machines. The culture component of the model is 

taken from Tägil [15] and refers to both collective 

and distributed plural values in actions. 



 
Figure 1. Socio-technical System (Kowalski [13] p.10). 

The arrows in Figure 1 indicate mutual patterns of 

interchanges between the components. That is to say, a 

change in the machines used in the system can not only 

effect the methods used in the system but also the 

structure and culture. The underlying principle driving 

these interchanges is homeostasis or balance. The system 

is always trying to maintain a certain degree of control by 

apply a hierarchical of social technical controls that is to 

refer to as the Security By Consensus or SBC  which 

consist of a hierarchical structure of social and technical 

controls. With ethics and law at the top of the hierarchy 

and IT technology at the bottom.  

 

 
Figure 2. SBC Model, (Kowalski [13], p. 19). 

 
The SBC model can be used to analyze security at every 

level, from individual to national; this flexibility 

combined with the inclusion of the social elements meant 

that the SBC-model was the best fit for this study.  The 

SBC model has been developed in a well-defined SBC 

checklist that can be used in order to analyze a computer 

crime, or to report a crime, or just to understand an event 

better. This checklist was expanded on and improved by 

Tarimo [16], who created a checklist for general 

information security work, with the SBC model as a basis. 

That checklist is, however, mostly for use by people 

actually working with the information security, and 

not a tool to use in order to test subjects in the context 

that we are doing in this study.  

Another problem is that most users do not understand 

how security works, and therefore construct their own, 

often incorrect, models (Adams & Sasse, [17]). The 

“old” way of managing information security has led 

to two specific problems (Adams & Sasse, [17] p. 45): 

 

(a) users’ lack of security awareness, and  

(b) security departments’ lack of knowledge about 

users, producing security mechanisms and systems 

that are not usable. These two factors lower users’ 

motivation to produce secure work practices. This in 

turn reinforces security departments’ belief that users 

are “inherently insecure” and leads to the 

introduction of stricter mechanisms, which require 

more effort from users. 

 

The use of the SBC model to visualize the whole area 

of information security is to facilitate the creation of a 

mental model amongst the subjects, and indeed the 

readers of the results of the study. According to Sasse 

[17], users tend to create mental models of the 

functions and behavior of the system that are relevant 

to the user. The SBC model uses common sense 

terminology and therefore makes it easy for the user 

to be directed in the creation of a mental model of 

security that is as intended by the researcher. With a 

correct mental image of security, awareness can be 

improved and less strict mechanisms might be needed. 

The areas we focus on in this study are those in the 

social group (taken from Kowalski, [13]): 

 

Ethical/Cultural: Educational measures to deal with 

ethical or cultural problems.  

Legal/Contractual: Legal contingency structure, 

knowledge of contractual and legal requirements. 

Administrative/Managerial:Measures activities 

focused on control, the formulation of policy, and 

regulations. Risk and vulnerability analysis.  

Operational/Procedural: Concrete activities for 

security.  

 

In this study, our aim was to see if a soft approach to 

penetration testing could be used to complement or 

even replace traditional penetration testing when it 

comes to the human element of security. The research 

question was: Can interviews of employees on their 

awareness of the social areas of information security 

as proposed by the SBC model give useful 

information like traditional penetration tests do? 
 

2. Method 

In the beginning of this study we struggled with the 

choice of method. In a longer study, observation, a 

case study, or even action research could have been 



interesting, but we could only get a limited access to the 

nurses, making a qualitative method suitable. The strength 

of qualitative method is that you get an insight into 

people’s world and views. While a stricter approach, such 

as grounded theory, was tempting, we realized that this 

was a preliminary study, with the goal of developing a 

pragmatic set of questions and guidelines that could be 

used by professionals, and not just researchers and 

adapted the method to those demands.  

As we wanted to get input from the users, while still 

allowing for them to think freely to some extent, we chose 

to use a semi-structured interview as described by May 

[18]. With a semi-structured interview the questions are 

prepared in advance, but the researcher can ask 

complimentary questions and have a dialogue with the 

subject. In order to facilitate elaboration, certain possible 

follow up questions were prepared beforehand. As we 

suspected that the subjects would be unwilling to consider 

themselves behaving insecurely, we also asked about 

what their colleagues would do. This also has the benefit 

of covering more subjects.  

The questions were developed with the SBC model as a 

foundation. A preliminary test was done on the interview 

questions, after which slight changes were made on the 

order in which the questions were asked and how the 

questions were formulated. By listening to the recording, 

the researcher became more aware about how the wording 

and how the formulation of the questions could influence 

the subject. While the process of developing questions by 

using the SBC model as a background can be used for 

most studied organizations, the questions themselves 

should be adapted to the organization and the people 

studied. As the subjects studied mostly work with 

electronic journals, the questions were developed with 

that in mind. The goal was to ask them questions that they 

understood, about areas that were relevant to them. It was 

no use asking them complex questions that they could not 

answer; it would only lead to weakened rapport. The 

validity of the study is ensured through the description of 

the process, that several persons were interviewed and by 

the opportunity for feedback on the transcriptions for the 

subjects as well as the fact that the results are quite 

reasonable.  

 

The interviews 

 

The interviews all started with an explanation of the study, 

ethical aspects etc. During the interviews other questions 

than the pre-developed were asked, which was expected 

in advance. The researcher asking the questions is not 

only trained in security but is also a trained nurse, which 

made the interviews easier. The interviews lasted between 

35 and 55 minutes. They were taped and later transcribed 

and then sent to the subjects in order to see that there were 

no major misunderstandings or misquotes after which the 

interviews were analyzed using qualitative methods. This 

was sent using e-mail due to practical reasons but it is 

notable that poor e-mail security might danger the 

anonymity of the subjects. Different themes and 

categories in the answers were apparent, and in some 

cases the subjects answered in such a way that the 

answers could easily be compared; in those cases a 

comparative analysis was made. 

 

Ethical aspects 

 

This study was done in connection with a larger 

research project, Melior, where the aim is to study 

different aspects of electronic patient journals in the 

Swedish healthcare. The involved organizations 

approved that their employees would take part in this 

study. The department heads were contacted and got a 

description of the study, approved, and then 

facilitated contact with a suitable nurse that could 

participate in the study.  

The nurses were contacted, got a description of the 

project and what the interview would consist of as 

well as the method, and were asked if they would like 

to participate.  

At the start of the interview, the subjects were 

informed again about the aim and method of the study, 

both orally and in a written document. They were also 

informed that the interviews would be taped and the 

tapes stored, but that they would remain anonymous 

in the study and on the tapes, how the material would 

be published and also that they could abort the study 

at any time, without needing to give a reason. Both 

the subject and the researcher then signed the 

document. The subjects were also offered a chance to 

see the transcriptions from their own interviews to 

ensure that there were no misunderstandings or 

misquotes. 
 

3. Results 

This section contains three sets of results. The first 

part is the procedure, the method, for doing this kind 

of penetration test, the second is the questions we 

developed, and the third set of results are those we 

got from using the questions in the health care 

organization, which are included as an example of the 

kind of real world data that can be gathered from 

using this approach.  

The procedure for the penetration testing 

 

The procedure is described as a numbered list, as 

there is some importance in doing the steps in the 

right order. The steps are taken from our own process, 

but improved based on our experience from this study. 

1. Get the permissions you need from those 

involved. 

2. Randomly select subjects if possible, or find 

who out you can use from the organization.   

3. Study the organizations domain; learn about 

typical flaws, if any. 



4. Using the SBC model as a basis, develop 

questions and follow-up questions covering the 

relevant areas.  

5. Interview the subjects using semi-structured 

interviews and remember ethical demands. 

6. Analyze the interviews based on answer 

frequency, content, and context. 

7. Using the SBC model, try to visualize strong and 

weak areas of the information security based on 

this test. Be sure to include relevant thoughts and 

fears from the interviews in written materials too.  

The process is deceivingly simple, but it worked well in 

this study.  

The questions  

There were ten questions asked, with between two and ten 

prepared follow-up questions to each. The questions were 

asked in Swedish, but are translated to English for this 

paper, and they were not always asked exactly as phrased 

below. There might be slight differences in meaning 

between the languages lost in translation.  

While our aim was to study the Social section, it was 

apparent that some areas in the Technical section were 

also of interest. In 0the areas we focused on are in white, 

while the other areas are grayed out. In the questions 

below, the intended focus areas from SBC are in brackets. 

 

Figure 3. The areas of the SBC model that were studied. 

1. Introduction 

First I would like you to tell a bit about yourself, your 

professional background, and your computer experience. 

• Do you have any other education? 

• How long have you been working with Melior 

[The electronic journal system]? 

2. Electronic journals and availability 

(Technical/Cultural/Application).  

Could you tell a bit about how you feel about using 

electronic journals? 

Follow-up questions: 

• How is the availability to data when using the 

journal? 

• Are the systems ever down? 

• Do you find log-ins time consuming? 

• From which mode do you log in? 

3. Passwords (Cultural, Operational).  

Could you tell a bit about what is important to you 

when choosing a password. 

Follow-up questions: 

• What do you do if you forget passwords? 

• If you write down passwords, where do you 

store them? 

• Do you reuse the same passwords inside or 

outside the hospital? 

4. Log-ins, log-outs and log-files 

(Cultural/Legal/Contractual).  

Could you tell a bit more about log-ins and especially 

log-outs? 

Follow-up questions: 

• Do people always log-out? If not, how 

common is it? 

• Why do you believe that someone do not log 

out? 

• What kind of consequences do you think it 

might have to not log out? 

• Do colleagues know or use each other’s 

logins in the different systems? What do you 

feel about that? 

• Do you use shared log-ins anywhere? 

• If so, where are the passwords stored? 

• What do you feel about that everything you 

do is stored in log-files? 

• When using Internet at the hospital, do you 

consider that those pages you visit are also 

logged, and how do you feel about it? 

• Is there anything you would like to add 

about passwords and log-ins? 

5. Short scenarios (Operational, Cultural). 

You will now get a couple of short scenarios to 

answer, and you are welcome to think out loud about 

them, and ask if there is anything more you would 

like to know. 

Follow-up questions: 

• A systems administrator phones you, asking 

for your username and password. How 

would your colleagues react, and how would 

you react? 

• A guy from the IT department comes to fix 

some error on the computers. He is wearing 

a sweater with the logo of the hospital and 

the IT department. How do you think that 

you and your co-workers would react? If he 

sat down by a computer connected to the 

network and started to work?  

• Today there are a lot of web sites for special 

interests, where many people have a lot of 

friends. If they access such a site when they 

are at the hospital, and a friend send a link 



with a cool motorbike or cute dog using that site, 

would people think differently about clicking on 

that link if they were at home or at work? How 

would your colleagues think, and how would you 

think? 

6. What do you believe is the probability for something 

like that to happen in your workplace? (Operational, 

Cultural) 

Follow-up questions: 

• Have you ever heard about, or experienced a 

similar incident? 

• Strange phone calls? 

• Someone coming to your work, asking “the 

wrong questions”? 

• Strange e-mails? 

7. Tell me about the threats that you believe exists 

against the patient’s data, and against the computer 

system as a whole, now that more and more 

information is available from the same source. 

(Ethics, Operational, Legal) 

Follow-up questions: 

• Why do we protect patient data, and what would 

happen if we did not? 

• What would happen if access to Melior and the 

patient data would get into the wrong hands? 

• Who would be interested? 

• What would the information be used for? 

• How do you think someone would go about 

getting access to the information systems, that is, 

rights to change the data? 

• Who would want to do that? 

• What would it be used for? 

• What could happen? 

8. Tell me more about how, where, and by whom you 

have been trained, or educated, about information 

security? (Legal, Contractual) 

• The security policy? 

• Can you read about this somewhere? 

• Is it a continuous education? 

9. Is there anything you would like to add on this 

subject, perhaps something has come to your mind 

during the interview? 

10. Last question: Could you give an estimate on how 

many times a day you write your password? 

(Operational) 

 

Results from using the method 

 

Seven interviews were done. The nurses came from six 

different departments. Six were females, one male. The 

ages were between 25 to 50 years. They had been nurses 

for 4 to 26 years. The distribution of the subjects seems to 

match the age/gender distribution in the nurse community. 

Four nurses worked with computer related tasks in their 

departments, but none had any specific computer 

education. They were self-taught.  

Interviewing the subjects gave us ample examples of 

potential insecurities. A brief summary of the kind of 

data we got is described below, in order to illustrate 

some of the flaws found by this study. They are 

presented below in a manner modeled after the SBC 

model.  

Ethic/Cultural: The awareness of ethical demands 

was high, and the subjects expressed a serious 

concern for secrecy concerning patient data. There is 

a tradition of keeping patient data safe. There is also, 

however, a tradition of unsafe behavior, for instance 

poor password management, an inability to lock 

unsupervised computers etc. The stated awareness is 

good, but the actions are not. The focus on 

functionality meant that passwords were selected so 

that they were easy to remember and quick to type.  

Legal/Contractual: The law clearly states that it is 

illegal to study patient information that one is not 

entitled to read. This made the nurses aware of the 

importance of keeping passwords safe, and they had 

an intention of locking computers in order to not be 

legally responsible for the actions of others using 

their account. While there was information on 

security, the documents were not known by most of 

the subjects, and their actual influence on the day-to-

day security work is probably very slight. 

Administrative/Managerial: The subjects rarely acted 

with the written policies as support; they only had a 

vague idea of what the policy consisted of and where 

it could be found. The subjects’ understanding of the 

policies was more that they regulated the relationship 

between employer and employee when it comes to 

not conducting personal business during working 

hours. As personal use of Internet was forbidden, it 

was also not regulated, e.g. no rules regulating 

receiving files from friends. The users did not know 

about any regulations on how often to change 

passwords, how to create a good password etc.  

Operational/Procedural: The subjects had a specific 

vision of the threats to their information. The threats 

were from staff, patients, and relatives. Other 

attackers seemed highly unlikely. The consequences 

of an attack were primarily loss of personal 

information, but the concern for the integrity of data 

was quite low, as well as the availability of data. 

While there was an appreciation of the influences 

ones own actions might have on the security, the 

awareness of what one could actually do to improve 

security was very low. Technical attacks were 

generally not understood at all, and there was little 

awareness of attacks aimed against the social side.  

Technical: The login procedure to the network was 

slow and tedious, and the systems lacked any 

automatic screen locks, as discussed above.  

General Trends: The awareness of the importance of 

password quality is apparent. The actual quality of 

passwords, however, is not good. The argument 



among the subjects is that this is because of complicated 

routines. The knowledge of legal and ethical demands 

does seem to at least improve awareness of password 

importance, but not enough to change behavior. 

It is notable that the users are an apparent risk. They do 

not see any links between their own behavior and 

potential external attacks. They know little about the 

security documents that are available, and the documents 

they have read give them only limited information. This is 

because the documents have not been created to give 

guidelines for the usage of the information systems. They 

tend to focus on protecting the patient journals rather than 

to protect the systems themselves.  

 

This study shows that two suggested social engineering 

attacks would be quite successful: Asking for login 

information over the phone and pretending to be an IT 

technician to gain access. The relative inexperience of the 

subjects on using the Internet meant that there were no 

conclusive answers on whether or not they would click on 

links. The major reason for their stiff resistance to this 

was probably that the scenario was to far away from their 

situation for them to grasp it.  

 

Using the data acquired in the interviews, we made a 

judgment on the readiness of the areas surveyed based on 

frequency of answers, and the impact of the 

vulnerabilities. It can be seen in Figure 4 below. 

Ethical/Cultural

Administrational

Managerial

Legal/Contractual

Operational

Procedural
 

Figure 4. State of the social area. 
 

The dark areas in Figure 4 above represent coverage, i.e. 

the darker an area, the more protected it is. ‘ 

 

4. Conclusion 

Our aim of this study was to see if it was possible to get 

useful and relevant information by asking the users, 

instead of performing a penetration test on them. We 

argue that our result indicates that there is a surprising 

amount of information available from simply asking the 

users, instead of trying to trick them. The major 

advantages of this approach is that there are no major 

ethical concerns and that the users are asked to reason and 

think about security, hopefully creating a learning process 

simply by involving them in a non-judgmental manner. 

The very audit gives at least a selection of users increased 

awareness of possible attacks and the status of the 

information security situation. Hopefully they will be 

asked by or ask their colleagues about security after 

the audit. It also manages to capture certain risks that 

are quite hard to ask about in a more strictly 

formalized environment. The users were not afraid to 

report believing that both they themselves and their 

colleagues could potentially fall for certain attacks. 

This is interesting to contrast to some of the 

arguments put forth by Nohlberg [5] about the need to 

deceive subjects in order to get an accurate view of 

security. This might depend on the subjects, where 

subjects who claim to have a greater understanding of 

technology and security might have more "pride", 

while people who do not have the same “pride” might 

be more honest, or even too honest. Their lack of 

knowledge might make them believe that they and 

their coworkers are far more gullible than they 

actually are, and that the attacks are super-efficient. 

This is why the auditor needs to have a grasp of 

information security, to be able to gently and without 

bias bring potentially too far-fetched and biased ideas 

and thoughts in line with reality. We did not 

experience any problems with this.  

The weaknesses of the approach is that it is quite 

resource intensive. With slightly more formalized 

interview guidelines and simplified reporting a lot of 

time could be saved. Another problem is that in most 

cases only a small selection of employees can be 

surveyed, but that is a problem shared with all but the 

automated penetration tests.  

One of the future improvements is to develop a metric 

on how to judge the vulnerabilities in every category. 

It would be quite interesting to compare the results 

from this very “soft” approach to penetration testing 

to those from other methods. By doing this it would 

be possible to more fairly judge the merits of each 

method, but it is important in such a study to assess 

more than the results. Increased awareness among the 

subjects and their colleagues, attitude change, ethical 

concerns, and time spent are also important factors 

that could be studied in a future study. We believe 

that there is a problem in using just one method, 

because they all probably have their own merits and 

specific contexts in which they are useful.  

 

In general, this approach could be useful for most 

organizations. The SBC model allows the results to 

be presented in such a way that they are easy to 

understand by non-specialists, and the survey of the 

organization can also be complemented by technical 

assessment to give a complete overview of the status. 

The approach suggested in this paper can either be 

used as a pre-study before a traditional penetration 

test if the organization sees the need for the 

traditional approach, or as a stand alone tool to gain 

an understanding of the status of the social section of 

information security.  



The scary fact is that a skilled social engineer is 

successful in far too many cases today. Our primary task 

as security specialists now is not to simply see that there 

are vulnerabilities, but instead to understand more about 

the situation our users are in, and improve that. Only by 

understanding their situation can we limit the success of 

social engineering in the future. We will not build better 

security by pointing fingers at our employees, but by 

holding hands with them fill gaps in the security value 

chain we currently are running  
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