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ABSTRACT

Dependence on cyber space is not a frequent topic o
discussion; the reason might be that people fessiple abuse
of cyber space or they just do not understand ¢#mec of the
problem. Cyber space is used more and more — vihichases
the dependence. The dependence can be abusedeirofcas
terrorist or cyber-attack. Now, this is the spadeere future
wars can take place. Together with the increasssiofy the IT
we can mark an increased risk of misusing thedentdogies.
Attacks aimed against the IT assets and netwokk®ecroming
a worldwide phenomenon and their impact resultxieresive
economic damage throughout both public as well weate
sectors. What is the cyber-attack and what arecipated
targets of such attacks? How we can protect theregpace?
Answers to all these questions are subject eladrat our
article.
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1. INTRODUCTION

Nowadays, more than ever before, we have to consiie
slogan “information is worth of gold”, no organiiat exist that
does not pose some important information (no maiter
commercial entity or state administration). Rembl&ancrease
of utilization of both IT assets and software irrreat world
leads, on one hand, to establishing the informatmmmunity,
acceleration of communication and extensive devetop of
services. However, the dependency of the commuurityl T
grows up because of this as well. With this grondegendency
on IT a risk of misusing these technologies alspdases, what
can result to considerable damages.

A general trend in this area worldwide is to depeboquality
protection of the IT systems against the attack ¢bald result
to their malfunctions. Attacks targeted againstin$tallations
are a worldwide phenomenon and their impact resalt
extensive economic damages in both public and terisactors,
in the national as well as global scale. In theecatien the

attack is aimed against the elements of criticlbsiructure the
security even the very existence of a particulamty might be
endangered.

Attacks against IT are gradually becoming more ijgiated
and more complex. Assuring the cyber security eittdividual
countries is one of the key challenges of conteamyoera. The
infinity and ubiquity of cyber threats require tlextensive
international co-operation but also common efforhew
assuring the cyber security of the individual coiest The area
of cyber security has been and will be one fromgilee aspects
of the security environment in advanced countri®sowing
part of the economic activities is being shiftedthe area of
internet — the cyberspace. By establishing theasomtworks
the most known cyberspace — the internet — becomes
substantial societal phenomenon, by what the coriynean
be influenced significantly both positive as well megative
way.

Robert Mueller, the FBI Director (September 4, 2081
September 4, 2013), stated at the conference amityein San
Francisco in the spring 2012 the followingVg are losing
data, money, ideas and innovations. Together we havfind
the way how to stop it... | am convinced that only kinds of
companies exist in this respect: those the hadhare already
attacked and other that will be attacked. And thme® groups
are merging together very fast. | am worried thata near
future only such companies will exist whose systesme been
attacked by hackers already and others whose sgstéthbe
attacked by hackers agalin.

When talking about cyber warfare we have to thimkdhand
decide if we talk about a virtual battlefield withthe Internet or
about a real physical battlefield. Recently theezrybpace has
been militarized. Does that mean that developedicias are
afraid of cyber warfare? Cyber warfare would happéout
soldiers, weapons, tanks or rockets. Instead, lattaould be
conducted by groups of computer warriors (or hagkéds cyber
warfare a real threat? Can cyber warfare paralgeentorld or
just a particular country? In these days nobody icamgine
cyber warfare of a world scale. Probably it woukl & world
war of unforeseeable consequences. The risk ofrayadare is



and will be one of the most important topics in fied of
information security in the following years.

2. CYBER-ATTACKS

A cyber-attack takes place in cyberspace. Cybeesgan be
understood as a metaphor describing virtual (noysighl)
environment created by interconnecting computetesys in
the network. In cyberspace there is the same itiera
between subjects as there is in the real world twithout
necessity of physical activity. Information is skdreither in a
real time or it can be delayed, people can buygthirshare
experience, search contents, conduct research, mopkay. [6]

A cyber-attack is an activity carried out by araekier, aim of
whom is to get, modify, or destroy data (informatimfluence
in a negative way or take over the control of salements of
cyberspace infrastructure). Cyber-attacks happeme nand
more frequently and are better organized. Dealiritty their
consequences is more and more expensive. This danay
reach a level that can endanger prosperity, sgcamid stability
of a country or an organization (possibly an indial). The
fundamentals of cyber system security are supervisif
cyberspace system infrastructure elements, secimttiglents
management, regular audits, cyberspace systemerabitity
assessment, or carrying out penetration tests. [7]

Cyber-attack affects key features of a technoloBlyis can
endanger lives of people, or seriously endangeroaegs of
production, technology, or services. That is whyyber-attack
can be defined as an attack on the structure afrrivdtion
technologies. The aim of such attack is either dsmnga or
gaining sensitive or strategically important infation. It is
very often connected with politically or militarilynotivated
attacks. [8]

In these days organized crime in cyberspace previdere
profit but lowers the risk for a hacker to be tihand tried.
Ministries and government agencies all over theldvdace
hundreds or thousands of attacks every day. Theeurgy is

threatened by hackers sponsored by money cominm fro

foreign countries and organizations. They also $oan
international companies which very often are notcase of a
cyber-attack, willing to cooperate with the police FBI. The
reason is they are afraid of long and demandingstigation.

[4]

An effort to limit the attacked subject’s activii¢making their
web sites unavailable, so called “hacktivism”) oolifical
activism (changing information, disinformation,

scaremongering) which is connected with, so called,

“perception management” (influencing public opiniaising
manipulative information chosen for target subjeatan be
found among the cyber-attacks targets. These targee
different from common targets of hackers, crackess,
electronic sprayers who usually attack web sitender to
demonstrate their abilities. In cyber warfare wék tabout
coordinated activities purposely targeting otheurtdes or a
group of people.

Probably the most famous cyber-attacks are the ares
SCADA systems using the Stuxnet worm. The most f@no
published attack delayed start-up of Iranian Bushaiclear
plant. The attack was focused on uranium enrichrfaanory in
Natanz where fuel for this power plant was beingppred. The

Stuxnet worm spread all over the world; apart freirty
thousand cases in Iran we know about a millioncas€hina.
(5]

3. CYBER-ATTACK SCENARIO

If we start to talk about the cyber-attack target®st people
think that they are not concerned by it, rathegatth is a
government administration issue, respectively, ssue for
institutions involved in the national defence otioaal security.
Such way of thinking, however, pose a serious stgctisk in

the area of the cyber threats.

Cyber-attack, in general, has to be hidden, or kegler cover
until the last moment at least. The real targettmos become
apparent until the sufficient conditions to attatleffectively

are not created. Here we can obviously see a phrall
common military tactics, and a hacker, even he/shdo

conduct the attack by other weapons, is the sagheefi as the
soldiers in the field in this sense. Fighting pijrhes are then
similar to those of conventional war. Thereforer fature

conflicts we have to be prepared to situations bkgond the
classical war conflict we will also have to facee thttacks
against critical communication and information edernts of a
given country. As an example we can name the atatkhe
Anonymous hackers group that attacked hundreds hef
Chinese official websites early in April 2012. Thaghieved to
change contents of these sites. Hackers attackemh @s a
protest against the censorship of internet enfotmedeijing

officials.

—

Within the cyber combat we will encounter attackae to e-
government, i.e. against applications linking treveynment
ministries with the population of a given countifhese attacks
will be masked and will come via home PCs of compowate
users in a particular country attacked. It is exge¢hat all the
applications of ministries will be attacked and pdperative;
also penetration to the steering information systeof
ministries will also occur. Other group of profesgl hackers
is to conduct attacks using tactic of parallel cttaimed to all
banks in the country, including the national bafkis will
result to the total collapse of trading and blogkithe
nationwide banking systems; another stage is eggeto
encompass the continuing extensive cyber-attackstgerucial
ministries and medical care systems aimed to tliertefo
eliminate their information systems completely {peldatabase
systems, tactical and information systems, medieaé, etc.).
Partial elimination of the information role of thetate
cyberspace is also expected to occur as well asetieegy
sources shutdowns (e.g. by imitation of nuclear grostation
accident, remote takeover of administration, etDisruption
the integrated rescue system will result to geraalc together
with elimination of the general mass media.

Another task of cyber warriors is anticipated totdénflict the
last crushing attack to the national communicatgystem
(mobile phone operators, internet services prosgidetc.) and
against the crucial points of the existing networkkis will
result to interruption of communication, securitydasupport
role of the national administration cyberspace.sis variant
of the cyber-attack will be just the simple disiapt of the
national monetary and financial system together hwit
disinformation campaign.



4. CYBER WARFARE

When we start talking about cyber warfare targeisst people
assume this has nothing to do with them. They belttis is
their government's issue, or better said, an isfwe an
institution related to a country’s defense or sitgguHowever,
this way of thinking can be very risky under thems of cyber
threats.

Cyber warfare can be perceived as an effort of unttp to
penetrate into computers or computer network of trero
country in order to damage or violate its integrigyber
security glossary defines cyber warfare &sé¢ of computers
and the Internet to wage a war in cyberspace. 8ystdé
extensive, often politically motivated, related anuitually
provoked organized cyber-attack and counterattadRs p.58]

Cyber warfare can be perceived as a use of congpuated
information technologies to carry out acts of wat a
governments and large organizations levels. Cybarfane
starter can be an individual, organization, oraesinstitution.
There are a lot of different kinds of cyber warfarefrom
specialized hacker attacks to generally aimed lettam of
which is to eliminate a particular service or pgral critical
infrastructure of the attacked country. An attatdt tcompletely
cuts off the connection to the Internet is the bgjhlevel of
cyber warfare.

Today’s cyber-attacks are primarily carried out arder to
achieve information concerning diplomatic, econgmand
military programs. Paralyzing critical infrastruotu of a
particular state can represent a secondary takgtrally, a
cyber-attack must be hidden all the time, or, asteuntil the
last moment. The real target must not be revealetl u
sufficient forefront allowing an efficient impacs icreated.
Parallel with common war tactics can be seen h&itbough
hackers use different weapons, in this sense theyha same
warriors as common soldiers in the field. The gphes of a
combat are similar to a classical conventional Waat is why
in future conflicts we can expect that beside anddied war
conflict there will also happen attacks on sigmifit
communication and information points of a given oy [8]

5. CYBERSPACE PROTECTION TASKS

To provide the cyber security and to assure theeas/e rights
for information self-determination via access to rkiag
services of the information community, it is neeggsto
process the information on the occurrence of theercgecurity
issues from as big number of resources as posdtole.the
same reason it is necessary to coordinate the gpinate
measures. Services of the information community are
characterized by their networking capabilities @ven a very
small element of the network can influence remaskats
elements, no matter if being close or on the ggigcal
distance.

According to Vesely [7] these are the followingktsis

¢ Coordination of countermeasures for IT securityidents
in the critical infrastructure.

¢ Gathering the information on serious security ieaqit.

¢ Coordination of filling the security gaps in theitical
computer systems.

» National critical infrastructure must not be intetn
dependant fully, but has to be capable of operatiotase
when a cyber security crisis occurs.

* Have an emergency plan of actions to be taken $e cd
becoming a victim of a cyber-attack.

» Resolutions of information-security incidents iroperation
with  owners and operators of impacted parts,
telecommunication operators, internet services idess
and government administration components.

» Generation and distribution of skills on selectedaa of
information and cyber security among public.

» Generation of capabilities to defend against cyiteks.

e Achieving international consensus on the standasfls
behaviour in the cyberspace.

¢ Reduction of vulnerability of government systemsd an
critical infrastructure elements.

» Cooperation with foreign organizations and prese@nteof
the Czech Republic in the field of information seéiyuat
international level.

» Support of education of professionals in the arahe
cyber security.

* Increasing the enforceability of law in the areacgber
security.

» Improving prevention and build-up of general awaen

» Improving the awareness in private sector.

e Generate the administration professionals in tlea af IT
security systems.

» Understanding the tactics of attackers, their tephes and
procedures enabling conversion the protective nieasto
suitable forms.

* Be ready to prevent the attack or to respond ak das
possible in case of being compromised.

e Prioritize the prevention, but maintain focus alto
detection and suitable response to attack.

e Keep assured that the suppliers in the area ofcalrit
infrastructures are not compromised and pose seiffic
backup measures in case if their systems are déstup

The US Congress House of Representatives approvédtaon
cyber security in April 2012 that enables the gaweznt and
private sectors to cooperate when resolving theeption
against hackers. By this new Act the US securitpnponents
are empowered to share the confidential informatiorinternet
threats to private companies that can then betegt their
networks against the attacks of hackers. This cadpe
should work vice versa as well, what causes wormfethose
who struggle for protection of personal data. Tlaeyicipate
that the security components will be enabled tcheatarge
volumes of sensitive date on non-government estitibat is
otherwise restricted by the US law.

6. POSSIBLE CYBER WARS OF THE FUTURE

Possible cyber wars of the future are the reaspalf®f us to
feel discomposed. In spite of traditional warfawhjch requires
a huge amount of sources (weapons, personnel, requotp,
cyber warfare just needs somebody with the righivkadge,
computer technology; somebody who wants to caustusion.
The enemy can be anywhere; even outside the naticsn
organization. A strong attack can be carried ost y a group
of hackers using standard computers.

Another horrifying aspect of cyber warfare is thatyber-attack
can come as a part of a coordinated attack, carthe just a



sick idea of a wicked hacker who just wants to havgood
time. Regardless what the attacker’s motive is,ecyttacks
can cause huge financial losses. Many countrieslesperately
unprepared to face these unexpected cyber-attacks.

First of all it is necessary to realize the aspettsyber warfare
and their comparison with traditional aspects (emrional
warfare, diplomacy, etc.). This kind of warfare daea more
acceptable for public than the use of conventiomaltfare
means. Although it is possible to avoid losing $veand
damaging property by the use of cyber warfareflyete is still
risk of indirect danger. On the border betweenestaid private
sectors, there is a critical infrastructure. Here talk about
distributive water conduit, electric energy, aaffic control and
other systems that are crucial for all countrigsisljust the
attack on critical infrastructure that can leadptyalyzing the
network used by health service, water managemetosmer
vitally important elements of the country. Duringenflict the
enemy can make use of our dependence on cyber apdaget
a strategic advantage. It is supposed that cybefaveawill

precede conventional warfare. That is why it isessary to
define critical communication and information stures in
order to set priorities for cyber defense of thertoy. [9]

7. CALCULATING THE PROPORTION OF FORCES
AND MEANS IN CYBER WARFARE

Calculating the proportion of forces and meansyivec warfare
Various tactical calculations can be a part of caimianning.
On of such calculations is proportion of forces andans.
Proportion of forces and means is processed asugifiaay
document especially in decisive phases of task lfabntask)
accomplishment. Proportion of forces and means ban
processed in quantitative or qualitative ways. Whelking
about quantitative proportion of forces and meame t
processors quote number of deployed (anticipatedjng and
own forces and means divided into required categohVhen
talking about qualitative proportion of forces amdans quality
of deployed forces and means is taken into corslider. The
quality is included into final proportion of forcasd means in a
given category via so called “combat potential’eThact is that
considered enemy forces and means (as for espegiaintity
but also quality) are stochastically assessed. Whemessed
mathematically, we talk about a sum of qualitatisad
quantitative data concerning forces and means oth bo
belligerents, which, when compared, can providewith a
concept of combat possibilities of both belligeseand of a
possible combat result.

Looking for a mathematical formula that would beleako

calculate proportion of forces and means in thil faf cyber

warfare has become a new trend in the last few Insoriow

can proportion of forces and means of cyber arinieslved in

a cyber war conflict be calculated? Is it realisticarry out this
calculation at all? In fact, it is nearly imposs&bln case of a
cyber space war it is not quantity that counts duality. A

hundred trained soldiers from special cyber urdts fail facing

one gifted adversary. We can talk about numeriapksority;

however, it does not have to be crucial in cybeicsp. Is a
hundred or a thousand specially trained soldieystiany or not
enough? [9]

| think that cyber military units can be compareding
following three criteria:

» Ability to carry out an attack in cyber space (ofve
potential).

< Ability to avert an attack (defensive potential).

« Dependence on cyber environment (dependence).

Ability to restore key systems, existence of spareéback-up
systems, emergency plans, etc. can be considerbé tther
aspects to be used for more detailed comparisortage of
cyber warfare we rather talk about potential pobséds of

proportion of cyber forces calculation because oetec
information is not available. The reason is thay atatement
made by a future attacker can inform the adversagut his
possible potential weaknesses and can provokeatiadns or
can lead to losing public confidence. A future @ltex issuing a
declaration concerning his own network perfect sgcican

provoke trial action carried out by both potensiiackers and
random nongovernmental people (e.g. hackers) aiwhoin is
to discover possible weaknesses. [9]

8. CONCLUSIONS

Cyber-attacks will soon become a bigger threat tiearorism.
Both public and private sectors are trying hargtotect their
critical information and communication infrastructs from
one of the biggest threats of the®2dentury — cyber-attacks.
The main task of a national cyber defence is tdgetnational
communication and information infrastructure andstegns
from cyber-attacks.

With the emergence of targeted attacks and advapessistent
threats, it is clear that a new approach to cylsmurty is
required. Traditional techniques are simply no kEmadequate
to secure data against cyber-attacks. Advancedsfsrsthreats
and targeted attacks have proven their ability emeprate
standard security defenses and remain undetectechdaths
while siphoning valuable data or carrying out dedive
actions. It is obvious that even the most securmpeder
networks are susceptible to attack.

Cyber-criminals, as well as the advertising agencare
currently very capable to utilise the current trerahd events.
They know what is currently “in” and misuse thigoimation

to internet frauds. Very often they utilize the ha of social
engineering, a current phenomenon among the compute
threats.

Finding a mathematical formula to calculate proportof
forces and means in the field of cyber warfare esome a
new trend in all armies.
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