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ABSTRACT

Information security is a fast-growing, forward-looking
career offering women good opportunities to assert their
position and shape the development of the field and the
future alike. However, worldwide the proportion of
women in information security is very low. Increasing the
number of women would help address the anticipated labor
shortage and integrate diverse perspectives and experi-
ences. In preparation for the development of a gender-sen-
sitive job profile in information security, we analyzed ex-
isting ads in the field with regard to gender-sensitive im-
ages and language as well as the preferences of women
(and men) for certain job characteristics and skill sets. The
analysis was complemented by insights derived from job
descriptions and interviews with female and male experts
working in information security. Although the job ads
highlight important issues for women, there is still room
for improvement if more women (and men) are to be at-
tracted to the field.

Keywords: STEM, gender, computing, information secu-
rity, data protection, job ad analysis

1. INTRODUCTION

Information security (IS) is a future-oriented field that is
still developing and is rich with opportunity. It has now
started to specialize in different areas (e.g., cryptology,
awareness trainings, fraud detection, and forensics). As in-
formation security becomes more and more important in
private, business, and public life, being part of this devel-
opment offers broad scope for influencing the direction in
which the field is moving and shaping the future. With this
in mind, information security provides a career for women
with considerable prospects, as no established structures
and programs of action exist. Thus, women are able to step
in and claim their place in this development without being
confronted by male decision makers holding influential
positions, as is the case in other occupational fields, where
men have occupied these positions for years. However, IS
is a male dominated job area—increasing diversity in the
field would have the beneficial effect of including different
perspectives and experiences [17].

Lack of information about the specific jobs available in
IT—e.g., security specialist—and how diverse and excit-
ing they can be [16] makes it hard for pupils in school to
be aware of information security as a career path: it is not
part of the school curriculum, and so typically there is no
opportunity for pupils to get a sense of the kind of work
involved. As almost every pupil possesses a smartphone
(in Germany, 97 percent of 12- to 19-year-olds) [13] and
uses the possibilities they offer to connect and chat with
friends, do online searches, play games, etc., information
security should be an important topic in school. However,
in a standardized, anonymous survey we conducted with
194 8th-grade students, 61 percent of them indicated that
information security topics are not taught in school. To
raise awareness of and interest in information security as a
career—especially among female pupils—we launched
the project “Gender-Sensitive Study and Vocational Ori-
entation for the Occupation Security Specialist” (abbrevi-
ation: “Security”), which is being carried out in Germany
and funded by the Federal Ministry of Education and Re-
search.

In this paper we focus on the research work involved in the
development of a gender-sensitive job profile. It consists
of an analysis of existing job ads and descriptions on web-
based career-guidance platforms, as well as interviews
with female and male experts working in information se-
curity. The process was guided by the following research
questions. The answers provide an indication of how we
should formulate and design the job profile and what in-
formation we should present and mention in the job profile
we are developing.

1) How appealing are existing job ads to women based on
criteria derived from previous research findings?

2) Do existing job descriptions found on web-based career-
guidance platforms show the diversity of the field?

3) In what respect do the narratives of people working in
the field of information security complement the required
attributes and skills mentioned in the job ads?

The paper proceeds as follows: section two gives an over-
view of relevant literature guiding the formulation of cri-
teria for the analysis of existing job ads. In section three,
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we present our methodological procedure in analyzing ex-
isting job ads in information security. This is followed by
our results in section four. At the end, in section five, we
discuss the findings and limitations of our research and
look ahead to the next steps in the project.

2. LITERATURE REVIEW:
WHAT APPEALS TO WOMEN?

2.1. INTERESTS AND PREFERENCES
OF FEMALES

Research indicates that job ads in computer sciences are
often presented in a way that does not attract women or
give them a sense of belonging to the field [11]. However,
several studies and scientific projects investigate which
job characteristics are important for women (and men) in
order to answer the question of how to attract women to an
occupational field in which they are so far underrepre-
sented and of how to retain them thereafter. The findings
of these research studies are also instructive in helping de-
velop job ads and job descriptions.

Schuth, Brosi, and Welpe (2018) [17] examine which job
characteristics galvanize female and male IT professionals
to apply for an IT-related position. For both women and
men, all of the five job characteristics investigated—work-
family balance, salary and benefits, career advancement,
challenging tasks, mentoring for women—had a signifi-
cant, positive effect on the intention to apply. However, for
both women and men work-family balance is the most im-
portant issue, while special programs for females, such as
mentoring, are the least appealing attribute. In an article
about how unconscious bias hurts men and the companies
they work for, Kimmel (2015) [12] also concludes that fe-
male and male employees want the same things in life
(e.g., being a good and involved parent) and value the same
job characteristics, such as meaningful careers, making a
lot of money in a successful career, and a supportive work
environment. Thus, emphasizing the job characteristics
that were identified as important has the benefit of attract-
ing both women and men. In order to understand why
women leave jobs in the technology industry twice as often
as men, Holtzblatt (2017) [10] conducted interviews with
women who did not drop out of technological jobs to iden-
tify key factors that motivate women to stay. These factors
include a close-knit, cohesive team, projects and tasks that
matter for the people themselves (e.g., learning, stimula-
tion) or for others but need not necessarily be socially rel-
evant, and nonjudgmental flexibility to balance work and
private/family responsibilities. According to further stud-
ies, women are interested in group work, communication,
practical problem-solving [16], and creative tasks [14] and
want to interact with people [05]. Furthermore, they are
interested in the interfaces the position has with other peo-
ple, departments, and organizations [02].

2.2. LANGUAGE AND IMAGES

The language and images in a job ad or description can
affect the extent to which women experience a feeling of
belonging and a sense of fit in an occupational field. Thus,
it is important to show both women and men, so that both
sexes have the impression that they fit in the field [07, 09].
Gender-sensitive language is also expected to be a produc-
tive area [16]. In Germany, where the research is con-
ducted, this means using not only gender-specific pro-
nouns (she/he), but also paying attention to terms denoting

individuals. In the German language the ending of such a
term can differ for males and females—for example, em-
ployee = Mitarbeiter (male) and Mitarbeiterin (female). In
order to use gender-sensitive language, there is the option
of using both female and male terms or of using words that
are gender-neutral—for example, Beschéftigte (employee)
or Studierende (students).

Based on gender stereotypes—*“generalizations about the
attributes of men and women” [08]—the attributes typi-
cally ascribed to females are communal attributes, while
for males they are agentic. Using language that is both de-
scriptive (what men and women are like) and prescriptive
(how men and women should be) promotes gender bias
[08] and often leads to misjudgments of the preferences of
women and men [09]. As the literature cited above indi-
cates, women and men value the same job attributes now-
adays. However, research shows that job ads for positions
with a high percentage of males tend to include more agen-
tic than communal terms and that women feel less attracted
to job ads with a higher number of agentic words. For men,
the use of more agentic or more communal words has no
impact [09]. Hentschel and Horvath (2015) [09] list typical
agentic attributes (decisive, motivated to lead, career-ori-
ented, competitive, assertive) and communal attributes
(communicative, cooperative, team-building, diplomatic,
motivating) used in job ads. Other authors conducting re-
search in the same field also cite the words that appeal
more to men (e.g., analytical) or to women (e.g., caring,
reliable) [04].

2.3.STEREOTYPICAL IMAGE OF IT

Besides the pictures used in job ads, the image of IT and
computer scientists is worth examining. Several studies
suggest that women and girls still consider 1T to be theo-
retical and boring and that it is all about coding. Further-
more, computer scientists are seen as male “geeks,” sitting
in front of their computers all day without any social con-
tact [01, 14, 16]. However, the study of Brauner et al. 2018
[03] shows that while the majority of 99 school pupils who
were asked to create a picture of a person working in the
field of computer sciences drew a man (67.7 percent), 19.2
percent drew a woman. 13 percent were judged to be am-
biguous. This is a promising result showing that the stere-
otypical image might be on the point of changing. This is
what we are aiming for with our “Security” project. We
want to depict the occupational field as it is: diverse, crea-
tive, communicative, and meaningful [16].

3. METHODOLOGICAL PROCEDURE

Based on the literature review in section two, we defined
twenty-one criteria for the analysis of existing job ads in
order to answer the first research question: the degree to
which these ads appeal to women. The first thing we ana-
lyzed were the pictures. The next criterion was the use of
gender-sensitive language. As we were analyzing job ads
in German, this included the use of gender-specific terms
to denote people. Based on the preferences of women and
men, employee benefits (e.g., career advancement and pro-
motion opportunities) and job attributes were the next two
categories analyzed. We also checked the skill require-
ments to identify tasks women (and men) are interested in
(e.g., communicative and communication skills). Finally,
we looked at whether typical agentic or communal stereo-
types are mentioned. The criteria were coded in binary
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Category
Images

Gender-sensitive language

Employee benefits

Table 1. Job ad analysis: criteria and results

Criteria

only men

only women

men and women

image without people or no image

male terms to denote individuals
male and female terms or neutral terms
to denote individuals

special programs for women
work/family balance

salary and benefits

career advancement and promotion op-

Present in x of 57 job ads (%)
6 (10.53%)
7 (12.28%)
24 (42.11%)
20 (35.09%)

39 (68.42%)
12 (21.05%)

0 (0%)
25 (43.86%)
32 (56.14%)
33 (57.89%)

portunities

Job/Company description challenging tasks

interface to other departments/institu-

tions
impact of the job

working in a team

creativity
teamwork

Required skills

communicative skills
language skills (German, English)

problem solving
Agentic attributes

Communal attributes

form to indicate whether the factor was “present” or “not
present” in the job ad. Table 1 summarizes the criteria we
analyzed as well as the results of our analysis. Three peo-
ple (2 females, 1 male) analyzed fifty-seven randomly se-
lected job ads. In cases where their results differ, the cod-
ing of the majority was followed.

Besides the specific criteria we looked for to generate our
research findings, the job ads also include further skills and
company or job descriptions that cannot be directly as-
sessed to determine how they appeal to women (and
men)—e.g., leeway in decision-making. Furthermore, we
did not analyze the tasks of the positions described except
inasmuch as they served us as indications for the criteria
we were examining. However, in order to gain insight into
the diversity of the field of information security it would
be worth analyzing these tasks in more detail.

In addition, we conducted searches on twenty German-
speaking web-based career portals for descriptions of oc-
cupations in the field of information security to determine,
in response to the second research question, whether the
diversity of information security is depicted in the job de-
scriptions.

To date, we have also conducted eight semi-structured in-
terviews with male and female experts working in different
areas of information security—e.g., service provider for
training and sensitization measures; service provider for
technical security measures and penetration tests; respon-
sible person for IT security compliance and audits in a
company or in public administration. The aim of these in-
terviews is to identify different professional activities in
the field of information security and their main and typical

e.g., assertive, analytical thinking

e.g., friendly, cooperative

26 (45.61%)
50 (87.72%)

22 (38.60%)
26 (45.61%)

10 (17.54%)
26 (45.61%)
36 (63.13%)
42 (73.68%)
8 (14.04%)

18 (31.58%)
5 (8.77%)

tasks. We also explore which skills and attributes are re-
quired for these tasks in an attempt to identify similarities
and differences between the various professional activi-
ties. The template for these interviews is based on the crit-
ical incident technique. In the context of our research, this
involved us asking the interviewees to describe their core
task and the typical duties of their daily working life and
the skills and attributes that are crucial to carrying out their
job successfully. By using this method, we wanted to make
sure that only relevant abilities and attributes were identi-
fied rather than an endless list of desired attributes. We
also wanted to ensure that they talked about tasks that pu-
pils and non-experts can easily imagine. In this paper, we
highlight the statements and insights from these interviews
that relate to the results of our analysis of the job ads and
descriptions.

4. RESULTS

The analysis of the job ads reveals that most of them use
images that include both women and men, as is recom-
mended. However, we did not quantify the degree to which
men and women are equally presented: in most cases, the
proportion was equal, but there were also examples with
more men than women or with a man in the foreground
and a woman in the background. With regard to gender-
sensitive language, we determined that almost 70 percent
of the ads use male terms or mainly male terms to denote
individuals. Even if the visual language is more or less
gender-sensitive in the ads we looked at, the phrasing in
the descriptions of company employees or the people the
prospective incumbent is expected to work with might cre-
ate the impression that they are mostly men. One company
explicitly encouraged women to apply for the position. Six
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companies highlighted the fact that they are an equal op-
portunity employer and would be pleased to receive appli-
cations irrespective of any specific group identification
(e.g., sex, nationality).

With regard to employee benefits, it is striking that no job
ad cited special programs for females. However, according
to the study of Schuth et al. (2018) [17], these programs
are valued by IT professionals. In terms of the other job
characteristics Schuth et al. (2018) [17] investigated in
their study, it is remarkable that over 55 percent of the em-
ployers miss the opportunity to attract both women and
men by talking about the measures they have introduced to
promote a work-family balance (e.g., flexible working
hours, support for parents) for their employees. The ma-
jority of the ads analyzed address the issues of salary and
benefits as well as career advancement and opportunities
for promotion.

Based on the research findings presented above, the se-
lected criteria specified in the job and company description
are attributes female and male professionals like to see in
a position. Bearing in mind that the question of whether or
not a task is challenging is a highly subjective one and de-
pends on a person’s skills and abilities, we marked job ads
which stated that the position includes challenging tasks or
sole responsibility for a particular area. Almost half of the
ads we analyzed mentioned something along these lines.
The finding that almost 90 percent of the ads indicate who
the prospective incumbent will work together with coun-
teracts the stereotypical image of a computer scientist
working alone in front of his computer. The occupational
field information security could be characterized per se as
meaningful as it is about identifying risks and implement-
ing measures to ensure information security. However, we
looked at if the job ads explicitly mentioned any special
impact the job might have on their own organization (e.g.,
contributing to the company’s success), their clients (e.g.,
successful customer projects), or society (e.g., improving
people’s lives, creating a safe future). As research states
that women (and also men) attach importance to the impact
of their work, employers are encouraged to highlight the
meaningfulness of the jobs more precisely. Only 38.6 per-
cent of those included in our analysis did that. Working in
a close-knit, cohesive team is important for women. Based
on this, we checked to see if job ads contain information
about the position being part of a team. Less than half
(45.61%) are currently doing this.

The next criterion covers the required skills that provide
an insight into the job tasks women like to complete. Our
results underline the internationality of this field, as a large
majority (73.68 percent) of the employers require very
good language skills in German and English. In close con-
nection with this, communicative skills are essential,
which in turn contradicts the stereotypical image of com-
puter scientists. When it comes to information stating that
the position is part of a team, the same number of ads (26)
indicate that teamworking abilities are needed for the job.
Creativity and problem-solving skills are seldom men-
tioned in these ads. However, according to the interviews
we conducted with experts working in the field, these skills
are extremely important (see below).

Although, a third of the job ads include agentic words such
as assertive, these words are only sporadically used. We
counted at most two typically agentic terms in the same ad.
Hentschel and Horvath (2015) [09] found that high num-
bers of agentic words discourage women from applying for
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the job. Thus, we cannot conclude that there is less encour-
agement for women to apply for the 31.58 percent job po-
sitions whose ads use agentic terms. Conversely, we only
find communal attributes listed as required characteristics
for the prospective incumbent in 8.77 percent of job ads.

With regard to our first research question—how appealing
existing job ads in information security are to women—the
majority of the job ads we analyzed include gender-sensi-
tive visual language, salary and benefits, information
about career advancement and promotion opportunities,
the interfaces of the position, and communicative and lan-
guage skills. However, existing job ads can improve their
use of gender-sensitive language and their presentation of
work-family balance, challenging tasks, the impact of the
job, and how it relates to the team, as well as highlighting
the required skills of creativity, teamworking, and problem
solving. As there is a fairly even split between the number
of criteria that are fulfilled by the majority of the ads and
the number for which there is room for improvement, we
conclude that existing job ads in information security do
address women but can still increase their attractiveness in
this respect.

To answer the second research question, first of all it is
interesting to record that 14 (70 percent) of the web-based
career-guidance portals we researched provide no infor-
mation about the career field. The others offered infor-
mation that was sometimes brief, but in most cases de-
tailed—including the required skills and competencies,
study courses, and vocational trainings—about the posi-
tions of IT security officer, ICT security expert or special-
ist, IT security coordinator, and IT security manager, as
well as about more specialist jobs such as IT security con-
sultant, evaluator of IT security products, fraud analyst,
and cryptologist. One platform shows short videos of peo-
ple working in some of these positions. The six career-
guidance platforms that provide information about the
broader jobs like IT security officer and about specialized
areas such as cryptology show the diversity of the field,
because they describe a variety of tasks. However, as most
of the career-guidance platforms we researched did not
present the field of information security at all, the second
research question can be affirmed for only 30 percent of
the platforms in our analysis, but not in general. This re-
veals the importance of developing and disseminating a
job profile for the field of information security.

The third research question addresses what can be learned
from female and male experts working in the field of in-
formation security with regard to the necessary skills and
attributes. All eight interviewees stated that “creativity is
extremely important in the field of information security.”
It became apparent that creativity is needed to achieve sev-
eral different goals: for example, to find solutions for
highly complex problems that are often currently unre-
solved; to develop different, customized solutions, to se-
lect the best solution out of a variety of possible measures,
to look at problems and security issues from various as-
pects and perspectives, to explain security issues to people
with different backgrounds, knowledge, and experience, to
implement security measures, and to develop interesting
training measures that keep information security in the
minds of all (employees). Another important skill that was
mentioned in all the interviews is the ability to communi-
cate. For the experts, communicative competencies cover
the ability to understand other people, empathize with
them, and make complex information security issues com-
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prehensible for everyone. Furthermore, for all those inter-
viewed, communicative activities constitute a major part
of their profession. Because information security is a fast-
growing and important field, it is not surprising that the
experts highlight the willingness to learn as an important
attribute an information security specialist should possess.
They also agreed that information security is a growing,
forward-looking field with considerable prospects. It is
thus not surprising that some of those interviewed advise
young people to decide which area of information security
they would like to specialize in. The interviews offer us a
deeper and more vivid insight into the required skills and
abilities than the job ads can provide.

5. DISCUSSION

Our analysis showed that typical agentic or communal
words are very seldom used in the job ads we analyzed.
Thus, from this point of view both women and men might
feel attracted to the job ads. However, based on research
findings regarding the use of gender-sensitive language
and the preferences for certain job attributes, the organiza-
tions can improve in the following aspects in order to ap-
peal more to both women and men. Although there are not
many terms denoting people in the job ads, the title of the
position and the way employees are mentioned in most
cases reflect male terminology. Women might infer that it
is mostly men working in this profession in the company
and could be discouraged from applying for the job. Based
on the research findings of Schuth et al (2018) [17], 56
percent of the organizations whose job ads we analyzed
fail to attract both women and men by not mentioning any
measures for creating work/life balance. In contrast to the
interviews conducted with experts working in the field,
both the job ads and the job descriptions fail to highlight
the importance of creativity in information security—for
example, as a means to find innovative, appropriate solu-
tions to a given problem or to motivate and engage people
to apply information security more rigorously via sensiti-
zation and training measures, or to conduct penetration
tests to identify risks in the information management sys-
tem of an institution.

However, in order to increase the proportion of women in
computer science and information security, making job de-
scriptions and ads appealing to women can only be the be-
ginning. As statistics show that women also suffer from a
gender pay gap in computer science and leave their IT jobs
much more often than men, it is important to overcome
these inequalities in order to retain women in their posi-
tions. The research project “Women in Tech” by Karen
Holtzblatt [10] shows how this could be achieved.

Our research work also has limitations that can be over-
come in future research. Although we analyzed the job ads
based on different research findings, this analysis cannot
be seen as representative or as a definitive result indicating
the degree to which young women and girls feel attracted
to the job ads because the ads were assessed by only three
coders. However, for our purposes, to gain insights into
how we should phrase and design a job profile for the field
of information security, the coding based on criteria de-
rived from research findings is sufficient, because we plan
to have female students conduct an evaluation of the job
profile we develop. Although we only coded the fulfilment
of a criterion in a binary fashion, some job ads cited vari-
ous measures (e.g., for work-family balance), while others
mentioned only one (such as flexible working hours).
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Thus, further studies that are interested in a deeper under-
standing of the gender-sensitive design of job ads in the
field of information security could assess the criteria based
on the extent to which they are fulfilled.

The next step in the development of a gender-sensitive job
profile is the complete analysis of the interviews and a
summary of the different professional specializations, in-
cluding core and typical tasks as well as required skills and
attributes, presented in a readable way that is easy for
school pupils to process. Besides a more comprehensive
description in a brochure, we are thinking about a video or
simulation. This compilation will be guided by the results
of our analysis of the job ads and descriptions. However,
to overcome the limitations of subjectivity and the con-
straints of the coding cited above, we will have young fe-
males evaluate the job profile in focus groups and surveys.
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