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ABSTRACT

The spread of systems has shifted from being centered on
the same network to communicating through various network
environments. As systems in diverse network environments
increase, zero-trust security is attracting attention. Achieving
zero-trust security requires building security for all devices,
making an effort to create it a challenge. Therefore, a com-
munication framework is in need as a security measure. We
have been developing CYber PHysical Overlay Network over
Internet Communication (CYPHONIC) to realize secure end-to-
end communication among devices. Conventional CYPHONIC
supports only password-based authentication. However, it is
necessary to support digital certificate authentication considering
the use of IoT devices. In addition, verifying the legitimacy
between terminals is necessary for communication between
IoT devices, This paper introduces digital certificates based
on Public Key Infrastructure (PKI), which is suitable for the
extended authentication method of IoT devices. We confirmed
that the proposed authentication system could work without the
impractical overhead.

Keywords: 10T, Cloud services, Zero-trust security, Peer-to-
Peer, Overlay network protocol, PKI

1. INTRODUCTION

Zero-trust security has attracted much attention in recent
years. It is a model to protect all resources rather than protecting
the network as in the past [1]. Therefore, it is necessary
to authenticate and authorize resources regardless of network
location continuously. Many enterprises use cloud systems to
manage their resources, and many services rely on cloud systems
[2]. On the other hand, Internet of Things (IoT) systems are also
increasing with the rapid spread of embedded devices [3]. IoT
systems typically require cooperation service among IoT devices
[5]. When a cloud-based system cooperates with IoT devices,
redundant routes, load on the cloud due to data concentration,
and the cloud system with a single point of failure become a big
issue [4]. One of the solutions for these issues is a peer-to-peer
type system. The peer-to-peer connection in different networks
requires zero-trust security.
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IoT devices typically use Internet Protocol (IP) technology
to access the Internet. However, there are several issues on the
Internet. The first is the NAPT (Network Address Port Trans-
lation) traversal, where NAPT routers block incoming packets
from the Internet side [6]. The second one is the compatibility
issue between IPv4 and IPv6 because each protocol version
has different communication specifications. The third one is
the session interruption due to the change of IP addresses
during communication [7]. As the conventional research, some
technologies have been proposed to solve the issues [8]-[10].
On the contrary, understanding the details of the technologies
is not easy for users. Therefore, almost all users require mode
fundamental framework to realize zero-trust security.

We have proposed and developed CYber PHysical Overlay
Network over Internet Communication (CYPHONIC) as a fun-
damental technology to realize zero-trust security [11]-[13].
CYPHONIC supports peer-to-peer-type services for zero-trust
security. It provides secure communications by authenticating
user devices and encrypting communications in conjunction
with the cloud. The initial prototype of CYPHONIC supported
only password authentication for device authentication to the
cloud. Since typical IoT devices should work without additional
authentication settings by users, CYPHONIC requires another
authentication mechanism instead of password authentication. In
addition, it relies on the trusting relationship between the cloud
server and the IoT device to establish secure communication
between devices. Therefore, it risks eavesdropping on the cloud
system due to cyber attacks.

This paper introduces Public Key Infrastructure (PKI) into
CYPHONIC and proposes an extended device authentication
scheme and key exchange mechanism using digital certificates
[14]. SSL/TLS communication uses a security infrastructure
based on public key cryptography called PKI for authentication
and encrypted communication [15]. A certification authority
authenticates the system and the authenticity of the system,
allowing communication with the correct communication part-
ners. Digital certificates can be used to authenticate without
direct user intervention. They are easier to manage per device
than password authentication because a digital certificate is
issued for each device. Furthermore, mutual authentication with

https://doi.org/10.54808/WM SCI12022.01.81
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Fig. 1. Overview of CYPHONIC

digital certificates at the start of communication between devices
prevents reliance on cloud services. In addition, the public key
included in the digital certificate makes it more secure to share
the End Key used for communication between the endpoints.
We develop the proof of concept of the proposed scheme to
confirm the adequacy of the extended mechanisms.

2. CYPHONIC

CYPHONIC achieves secure end-to-end communication by
constructing a User Datagram Protocol (UDP) tunnel between
CYPHONIC nodes over physical networks. Fig.1 shows an
overview of CYPHONIC. It defines detailed procedures between
cloud services and CYPHONIC nodes, which are end-nodes.
Cloud services consist of the following three types

« Authentication Service (AS)
AS manages the device information of CYPHONIC nodes
and performs authentication of CYPHONIC nodes. It dis-
tributes the Fully Qualified Domain Name (FQDN), the
identifier of the CYPHONIC node, the virtual IP address,
and the common key used for encrypted communication
with NMS.

« Node Management Service (NMS)
NMS manages network information of CYPHONIC nodes
and controls the tunnel construction process between CY-
PHONIC nodes according to the network information.

o Tunnel Relay Service (TRS)
TRS relays tunnel communication when direct communi-
cation is unavailable, such as between IPv4 and IPv6 or
the packet blocking by NAPT routers.
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CYPHONIC nodes have two major processing steps: pro-
cessing before communication and processing for establishing a
communication tunnel between peer nodes. The pre-processing
includes the authentication process and registration process.
Fig.2 shows the sequencing process of the existing authenti-
cation process. In the authentication process, the CYPHONIC
node performs login authentication to AS using SSL/TLS com-
munication to show the authenticity of the CYPHONIC node
to the cloud service. It performs the NMS registration process
after the AS authentication process. In the registration process,
the CYPHONIC node registers its network information through
encrypted communication with NMS using the common key
distributed by AS.

The processes performed at the start of communication in-
clude route selection and tunnel establishment. Fig.3 shows the
sequencing process of the existing communication establishment
process. Mobile Node (MN) of CYPHONIC node establishes
tunnel communication according to the instructions of NMS
when it tries to communicate with Correspondent Node (CN).
In the route selection process, MN receives instructions from
NMS on the communication path to CN using the CN’s FQDN.
MN and CN receive two common keys to securely exchange
the end key when MN and CN receive communication path
instructions from NMS. NMS distributed two common keys: a
common key (Temporary Key) for encrypting the end key and a
common key (Tunnel Key) for encrypting the communication in
the tunnel establishment process. When TRS relays the tunnel,
the temporary key is used to secure the end key. MN establishes
a tunnel with CN after MN finishes the route selection process.

In the tunnel establishment process, MN generates an end key
for communication with CN, encrypts the message with the tun-
nel key, and sends it to CN. In this case, the end key is encrypted
with the temporary key when the tunnel communication passes
through TRS. CN decrypts the encrypted message received from
MN and extracts the end key. CYPHONIC node establishes end-
to-end communication by performing the above sequence. Both
CYPHONIC nodes perform bidirectional communication after
the communication establishment process. Since applications
use virtual IP addresses, the communication session can be
continuously available when the physical IP addresses change.

3. PROPOSED SYSTEM

This paper introduces PKI for digital certificate authentication
of CYPHONIC nodes. The initial prototype of CYPHONIC
only supports password authentication for CYPHONIC nodes.
Password authentication is a general authentication scheme for
human operations. On the contrary, it is unsuitable for IoT de-
vices because users may not operate them directly. Additionally,
CYPHONIC nodes in the prototype share an end key using a
distributed key from NMS. Therefore, the trust of both nodes
relies on cloud service reliability. Mutual authorization between
CYPHONIC nodes is a countermeasure for attacks on the cloud
service.

Current authentication schemes use public key cryptographic
digital signatures for end-device authentication. Digital signa-
tures are achieved through the use of PKI. When a certification
authority performs authentication, it performs verification using
digital certificates. The digital certificate contains information
about the certifier, the public key needed for encryption, and
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the issuer’s digital signature. Therefore, this paper introduces
PKI to CYPHONIC and proposes authentication and encryption
using digital certificates. The proposed system introduces digital
authentication using digital certificates and password authentica-
tion into the CYPHONIC authentication scheme. Using digital
certificates eliminates the need to create your own highly secure
passwords. Issuing digital certificates for each device realizes
simple facilitating management. The proposed system also uses
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digital certificates to share end keys for end-to-end communi-
cation. Mutual authentication between the CYPHONIC nodes
is possible by exchanging digital certificates when sharing the
end key. Using the public key included in the digital certificate
makes it possible to share the end key without the cloud system.
As a result, the system can realize strong security.

3.1. Introduction of PKI

Fig.4 shows the proposed PKI deployment model. Since PKI
requires root CA to issue certificates, we introduce our own root
CA (Root CA) for CYPHONIC. We introduce server certificates
for AS, NMS, and TRS based on the Root CA because Root
CA should be stored offline. The proposed mechanism extends
AS to manage certificates for CYPHONIC nodes, AS operates
as an intermediate certification authority. AS can issue digital
certificates to the CYPHONIC node by the delegated function
as a certification authority by Root CA. CYPHONIC node can
show its authenticity by using a digital certificate issued by
AS. Therefore, the proposed system can provide certificates for
authentication at the start of service and during communication
with the other nodes. Details of the changes made are described
below.

« Root CA
Root CA is a certification authority that issues digital
certificates for CYPHONIC’s cloud services. All elements
using CYPHONIC shall hold a root certificate issued by
Root CA. The root certificate is a self-signed certificate
used by Root CA to prove its authenticity and verify each
digital certificate’s authenticity. Root CA issues server cer-
tificates to AS, NMS, and TRS. Root CA delegates the CA
function only to AS. In addition, Root CA delegates CA
functions to AS to allow AS to operate as an intermediate
certification authority.

¢ AS
Since AS manages information on the device, it operates as
an intermediate certification authority. AS can issue digital
certificates to CYPHONIC nodes that have CYPHONIC
accounts. The issuer’s digital certificates verify the digital
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certificates of the CYPHONIC node, so digital certificates
of Root CA and the intermediate certification authority, AS,
are required.

« NMS
NMS is a service that provides routing instructions at
the start of communication between CYPHONIC nodes.
It assists the CYPHONIC nodes in exchanging digital
certificates for routing instructions.

o CYPHONIC Node
CYPHONIC node uses the digital certificate issued by AS
to authenticate with AS and share the common key used
when communicating with the other CYPHONIC node.
For this purpose, this paper implements a function for
generating certificate requests. CYPHONIC node holds a
root certificate issued by root CA and an intermediate
certificate issued to AS.

3.2. Sequence Extension

The proposed system extends the CYPHONIC sequence. The
extended two sequences are the authentication process and the
communication establishment process. CYPHONIC authenti-
cates CYPHONIC nodes through the authentication process. The
proposed system adds digital authentication to the authentication
method. In digital authentication, AS issues a digital certificate
to each CYPHONIC node. Then, the CYPHONIC nodes use the
digital certificate for authentication. The authenticity of the CY-
PHONIC node is ensured through verification by the root cer-
tificate and by comparing the account information in the digital
certificate with the registered information. The communication
establishment process is performed when the CYPHONIC node
starts communication with a peer CYPHONIC node. The com-
munication establishment process involves route selection and
tunnel establishment. The route selection process determines the
communication path to the other node in cooperation with NMS.
In the existing sequence, NMS distributes two common keys, the
temporary key, and the tunnel key, once the communication path
is determined. The extended sequence eliminates the temporary
key and introduces the exchange of digital certificates with each
other. The exchanged digital certificates are verified against each
other using intermediate and root certificates. Both nodes verify
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authenticity mutually with the digital certificates. In addition,
the digital certificate guarantees that the public key enables the
secure public key exchange of the correct owner. Thus, public
key cryptography enables end-to-end security measures without
relying on the cloud. The details of the process to be extended
are described below.

« Login authentication process
Fig.5 shows a sequence diagram of the proposed login
authentication process. The login authentication process
works as follows.

1) CYPHONIC node makes an authentication request to
AS using a digital certificate issued by AS.

2) AS verifies the digital certificate received from the
CYPHONIC node with the intermediate certificate of
AS and the root certificate of Root CA.

3) AS accesses the database based on the information in
the certificate and performs authentication by com-
paring it with the registered information.

« Communication establishment process

Fig.6 shows the sequencing process of the proposed com-
munication establishment process. The communication es-
tablishment process involves two processes: route selection
and tunnel construction. In the route selection process, mu-
tual authentication is performed between the CYPHONIC
nodes, and public key cryptography is used for more secure
sharing in the tunnel construction process. Details of each
process are described below.

The route selection process works as follows.

1) CYPHONIC node sends a packet containing the
FQDN of the communication partner and its digital
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certificate to NMS.

2) When NMS receives a communication selection re-
quest from MN, it determines a suitable communica-
tion route based on the network information of MN
and CN.

3) NMS sends the tunnel key and the digital certificate
of MN to CN in the route instruction message.

4) CN authenticates MN based on MN’s certificate re-
ceived from NMS.

5) After authentication, CN’s digital certificate is at-
tached to the message and sent to NMS.

6) NMS relays the message received from CN to MN.

7) MN authenticates CN with the digital certificate from
CN.

The tunnel establishment process works as follows.

1) MN generates the end key with CN.

2) MN encrypts the end key with the public key taken
from CN’s digital certificate.

3) MN encrypts the message with the tunnel key and
sends it to CN.

4) CN combines the message received, including the
tunnel key, to extract the encrypted end key.

5) CN decrypts the encrypted end key with CN’s private
key and extracts the end key.

6) CN notifies MN that it receives the message success-
fully.

4. EVALUATION

We have developed the implementation of the authentication
function using digital certificates and the end key sharing
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TABLE I
SPECIFICATIONS OF THE MEASURING DEVICES

CYPHONIC Cloud (AS,NMS)
Machine | Virtual Machine
(0N} Ubuntu 21.10
CPU 3.50GHz 2cores Intel(R) Core 19-11900K
Memory | 2GB RAM

CYPHONIC Node

Machine | Raspberry Pi 3 Model B
oS Raspbian GNU/Linux 10.0 (Buster)
CPU Quad Core 1.2GHz Broadcom BCM2837 64bit
Memory | 1GB RAM
Existing System

Proposed System

0 40 80 120 160 200 (ms)

E Route selection @ Tunnel establishment

Fig. 9. Communication establishment processing time measurement

function on Linux OS. Since conventional CYPHONIC uses
Golang to implement the functions, the proposed system also
employs Golang to extend the functions. To introduce PKI
into CYPHONIC, we used Open SSL, a library to support
cryptographic algorithms. We used RSA for the public key
cryptographic algorithm and the Advanced Encryption Standard
(AES) for the symmetric cipher algorithm.

Fig.7 shows the verification environment in this evaluation.
In this verification, we have used the AS, NMS, and two CY-
PHONIC nodes prepared on the same network. Tablel shows the
specifications of each service and device used in the verification.
The cloud service used a virtual machine, and the CYPHONIC
node used a Raspberry Pi 3.

The evaluation measured the processing overhead and com-
munication performance associated with system expansion.
First, the processing overhead was measured in the extended au-
thentication and communication establishment processes. Fig.8
shows the measurement results of the authentication process.
The measurement results for each process are averages over 30
runs. In the authentication process, we compared the existing
implementation of password authentication and the additional
implementation of digital authentication.

The difference in simple processing shows that digital au-
thentication has a higher overhead because of the additional
verification of digital certificates. However, the total processing
time was relatively unchanged. The reason is the large amount
of time involved in SSL/TLS communication when the CY-
PHONIC node authenticates with the AS.

We measured the processing time until the CYPHONIC node
started communication in the communication establishment pro-
cess. Fig.9 shows the measurement results of the communication
establishment process. The total processing time of the existing
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TABLE 11
UDP THROUGHPUT PERFORMANCE

Existing System Proposed System

Traffic | Throughput  Jitter Throughput  Jitter
10Mbps 10Mbps 0.63ms 10Mbps 0.71ms
20Mbps 20Mbps 0.71ms 20Mbps 0.74ms
30Mbps | 29.6Mbps  0.42ms | 29.6Mbps  0.37ms

system is about 27.8 [ms]. In contrast, the proposed system
incurred approximately 176 [ms]. The proposed system sends
digital certificates attached to packets. Since the size of the
digital certificate exceeds the packet size that can be sent at one
time, the proposed system splits and reconstructs the packets.
In addition, using a public key cryptographic algorithm for
encrypting the end key and including a certificate authentication
process increased the overhead.

The communication performance was measured by measur-
ing the communication throughput of the CYPHONIC nodes.
Tablell shows the measured communication performance of the
existing and proposed systems. We used the iperf tool to measure
throughput. The results are an average of 10 measurements.
They showed that the throughput of both systems was almost
the same. Since the proposed system only extends the process-
ing before the start of communication, the proposed system
confirmed that it does not affect communication performance.
We found from these evaluations that the proposed system
incurs overhead in the authentication process before the start of
communication and the end key sharing process. The proposed
system does not affect the performance after establishing the
tunnel communication. Therefore, it has little impact on the
operation as a service.

5. CONCLUSION

This paper has extended CYPHONIC to introduce digital
certificates based on PKI. In addition, we proposed a method
of sharing an end key used in the authentication process with
digital certificates and communication with the other node. A
root certification authority was installed to implement PKI, and
AS was operated as an intermediate certification authority. We
extended the sequence to allow CYPHONIC nodes to perform
processing using digital certificates. The extension allows CY-
PHONIC nodes to authenticate with a certificate securely and
exchange a reliable end key for secure tunnel communication.
In this verification, we confirmed that certificate-based authen-
tication does not cause a big overhead compared to password
authentication. The evaluation results showed that the overhead
is acceptable in practical usage of CYPHONIC because it occurs
during only the tunnel establishment process.
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