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ABSTRACT 

Industrial Control Systems (ICS) and Supervisory Control 

and Data Acquisition (SCADA) networks continue to face 

increasing cybersecurity risks due to their historically flat 

architectures and limited isolation capabilities. This paper 

presents a container-native containment validation 

framework for modern ICS/SCADA environments, 

leveraging Docker and Kubernetes to simulate adversarial 

behaviors, including privilege escalation attempts and 

unauthorized API access, within a segmented, 

microservice-based infrastructure. Through controlled 

experiments, we demonstrate how containerization 

confines potential attacker activity to isolated namespaces, 

enforces Role-Based Access Control (RBAC), and limits 

lateral movement, even under permissive runtime 

conditions. Unlike prior work, this study uniquely 

integrates Kubernetes-native RBAC enforcement, 

namespace isolation, and adversarial pod injection with 

TensorFlow-based telemetry filtering to empirically 

validate containment strategies in ICS/SCADA 

workloads. These simulations demonstrate that unlike 

traditional ICS systems where initial compromise often 

escalates, container-native architectures offer measurable 

resilience by preserving operational boundaries and 

reducing lateral exposure. 
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1.  INTRODUCTION 

ICS and SCADA systems form the operational backbone 

of critical infrastructure sectors such as energy, water, and 

manufacturing. Originally engineered for air-gapped 

environments, these systems now face escalating 

cybersecurity risks due to increased connectivity, legacy 

communication protocols, and insufficient authentication 

mechanisms [1-2]. The convergence of operational 

technology (OT) and information technology (IT) has 

significantly expanded the attack surface, exposing 

ICS/SCADA environments to a broader range of cyber 

threats, including ransomware, insider attacks, and nation-

state campaigns [3]. 

Advanced Persistent Threats (APTs) have demonstrated 

the capability to infiltrate ICS networks, manipulate 

programmable logic controllers (PLCs), and disrupt 

physical processes using custom-built malware and 

reconnaissance tools [3]. These threats are no longer 

hypothetical, real-world incidents such as Triton, 

Industroyer, and the Oldsmar water treatment breach have 

underscored the urgent need for proactive, architecture-

aware defense strategies [1], [4]. Traditional perimeter-

based security approaches, including firewalls and 

intrusion detection systems, often fail to contain 

adversarial activity once initial access is gained [5]. This 

paper addresses that gap by exploring a container-native 

containment framework that leverages Kubernetes and 

Docker to simulate, detect, and restrict malicious behavior 

within ICS/SCADA environments. 

1.1  Industry Relevance 

While academic research has made strides in ICS/SCADA 

cybersecurity, practical validation environments that 

reflect container-native deployment models remain scarce 

[6-7]. Traditional physical testbeds often lack the 

scalability, reproducibility, and modularity required to 

emulate sophisticated cyberattack scenarios and 

containment mechanisms. As a result, security researchers 

and engineers are limited in their ability to evaluate 

adversarial resilience in industrial contexts [6]. 

To address this, both industry and academia are 

increasingly adopting containerization technologies, such 

as Docker and Kubernetes to simulate ICS environments 

with realistic network behavior, system orchestration, and 

security policy enforcement [8-10]. Despite this shift, few 

Containerized Security for ICS/SCADA Systems: From PLC Simulation 
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studies offer systematic validation of containment 

strategies or explore the integration of orchestration-layer 

security primitives like RBAC, namespace isolation, and 

runtime confinement. This research addresses that gap by 

constructing a reproducible, container-native framework 

for evaluating the containment properties of Kubernetes-

based ICS architectures under simulated adversarial 

conditions. 

1.2  Threat Model and Testbed Rationale 

A key threat vector in containerized environments is the 

malicious pod—a containerized workload deployed within 

a Kubernetes cluster to perform unauthorized or harmful 

actions. These pods may be introduced by attackers who 

gain initial access through misconfigured APIs, leaked 

credentials, or compromised CI/CD pipelines [11–12]. 

Once deployed, a malicious pod can: 

• Exfiltrate secrets or environment variables [11], 

[13] 

• Scan internal networks and enumerate services 

[11], [14] 

• Escalate privileges via misconfigured RBAC 

policies [15] 

• Attempt lateral movement or disrupt ICS 

telemetry [11], [14] 

In the context of ICS/SCADA, such a pod could access 

sensitive telemetry data, interfere with control logic, or 

issue unauthorized commands to PLCs—posing a direct 

threat to physical safety and operational continuity [13–

14]. 

This paper addresses a critical research gap: while 

containerization and orchestration are widely adopted in 

IT infrastructure [8], their application in ICS/SCADA 

cybersecurity research remains limited and often lacks 

empirical validation [16], [17]. To address this, we present 

a container-native framework that: 

• Simulates adversarial workloads (e.g., 

unauthorized API access, privilege escalation) 

• Evaluates Kubernetes’ built-in containment 

mechanisms under realistic ICS conditions 

• Enables reproducible testing of RBAC 

enforcement, namespace isolation, and telemetry 

integrity 

• Supports comparative analysis of containerized 

vs. traditional ICS architectures in terms of 

exposure surface and containment guarantees [9], 

[13], [16–18] 

By emphasizing adversarial emulation, policy-driven 

isolation, and standards-aware design, this work 

contributes a scalable platform for ICS/SCADA 

cybersecurity experimentation—one that reflects the 

FOUNDATION 

 

The adoption of containerized microservices enables 

industrial systems to emulate, test, and harden ICS 

workloads in isolated, reproducible environments. Docker 

provides lightweight packaging of applications and their 

dependencies, while Kubernetes orchestrates deployment, 

scaling, and fault recovery across distributed nodes [22-

23]. 

 

Recent research highlights Kubernetes-native controls, 

such as RBAC, pod security policies, and namespace-

based segmentation as critical mechanisms for enforcing 

workload isolation and minimizing lateral movement in 

control system environments [24]. Sanne emphasizes the 

importance of least-privilege RBAC and supply chain 

integrity in securing Kubernetes clusters [22], while 

Elhachmi et al. and Ben Yaala et al. outline practical 

implementations of image scanning, admission control, 

TLS encryption, and runtime monitoring to defend against 

container-level threats [23-24]. 

These capabilities form the foundation for the containment 

validation framework presented in this paper, enabling 

adversarial simulation and policy enforcement in a 

reproducible, standards-aligned ICS testbed. 

 

This layered approach also facilitates testbed simulation 

for ICS scenarios. By leveraging lightweight Kubernetes 

control-plane environments, such as Minikube researchers 

can construct scalable, self-contained replicas of SCADA 

systems to observe how detection and containment 

mechanisms behave under controlled adversarial 

conditions or stress events. 

 

2.1  Evolving ICS Security Models and the Role of 

Containerization 

 

Although container technologies are widely adopted in 

cloud-native and enterprise environments, their 

application to ICS/SCADA cybersecurity simulation and 

validation remains underrepresented in the literature. 

Existing ICS simulation platforms often replicate OT 

traffic and control logic using monolithic virtual machines 

or static topologies, which limits experimentation, 

scalability, and dynamic security testing [21]. 

 

This paper contributes a Docker and Kubernetes based 

ICS/SCADA testbed, leveraging Minikube to deploy a 

multi-tiered, containerized architecture that supports: • 

Secure, namespace-scoped deployments • Malicious pod 

simulations to evaluate lateral movement and privilege 

escalation.   

 

persistent vulnerabilities of legacy deployments, including 

unauthenticated protocols [19], flat network topologies 

[20], remote third-party access [21], and limited 

monitoring [22]. 

2.  CONTAINER-NATIVE SECURITY 
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Table 1 Comparative Analysis of ICS/SCADA Security 

Architectures 

Approach Advantages Limitations 

Traditional ICS 

Security 

Strong network 

segmentation 

Lacks 

automation & 

scalability 

IDS-Based 

Security 
Detects anomalies 

High false-

positive rates 

Containerized 

Security (Docker/ 

Kubernetes) 

Scalable, 

automated, 

isolated 

environments 

Requires 

industry 

adoption 

Table 1 provides a high-level synthesis of how traditional 

and modern ICS/SCADA security strategies differ in 

terms of operational strengths and systemic limitations. It 

highlights the shift from static perimeter defenses to 

dynamic, containerized architectures that emphasize 

automation, scalability, and workload isolation. 

Recent guidance from NIST and industry analysts 

emphasizes that while traditional methods remain 

foundational, they must be augmented with orchestration-

layer controls, such as RBAC, runtime policy 

enforcement, and container isolation to address today’s 

evolving threat landscape [25-28]. 

3.  SYSTEM ARCHITECTURE 

3.1  Setup Overview 

The proposed framework integrates Docker, Kubernetes, 

and ICS/SCADA protocols to construct a scalable, 

modular industrial security environment. This architecture 

is purpose-built to simulate and evaluate targeted 

cyberattack scenarios, specifically, unauthorized API 

access attempts and malicious pod deployments within a 

containerized infrastructure. 

By leveraging containerization and orchestration, the 

framework enables researchers to observe how modern 

ICS networks respond to compromised workloads and 

privilege abuse. The controlled deployment environment 

supports dynamic testing without impacting physical 

devices or production systems. 

The core architectural components include: 

• Docker Containers – Encapsulate and isolate 

ICS/SCADA application components (e.g., HMI, 

PLC simulators, telemetry filters), limiting the 

blast radius of compromise during API misuse or 

pod-level privilege escalation. 

• Kubernetes Orchestration – Manages 

deployment, scaling, and service resilience 

across namespaces. It also facilitates the 

simulation of unauthorized workloads (e.g., 

malicious pods) and enforces RBAC policies. 

• ICS/SCADA Integration – Preserves 

communication fidelity with legacy protocols 

such as Modbus and MQTT, ensuring realism 

and compatibility with industrial telemetry 

sources. 

3.2  System Topology Overview 

To construct the containerized ICS/SCADA testbed, we 

designed a modular system topology that reflects both the 

architectural hierarchy and network segmentation required 

for secure industrial deployment. The topology models the 

interaction between ICS control logic components, 

Kubernetes orchestration primitives, and simulated 

adversarial vectors all managed within a containerized 

environment [22], [24]. 

At its core, the setup includes: 

• Namespace-segmented services such as 

telemetry filters, PLC simulators, and control 

interfaces deployed as Docker containers and 

orchestrated by Kubernetes for isolation and fault 

tolerance [23-24]. 

• An Ingress controller manages API routing and 

external communication, allowing simulation of 

unauthorized access to exposed endpoints [22]. 

• A dedicated malicious pod injection pathway 

enables the controlled deployment of adversarial 

workloads into isolated namespaces, supporting 

privilege escalation and lateral movement 

simulation [9], [18]. 

• Native support for legacy industrial protocols 

(e.g., Modbus, MQTT) ensures fidelity in 

telemetry exchange between containerized field 

devices and supervisory components [6], [19]. 

This layered environment enables scalable 

experimentation, real-time monitoring, and precise 

evaluation of Kubernetes-native containment strategies 

under adversarial conditions. The system topology, shown 

in Figure 1, illustrates a modular ICS/SCADA testbed 

built on Docker and Kubernetes. It features namespace-

segmented services, an Ingress controller for API access 

modeling, containerized SCADA components (e.g., HMI, 

PLC, RTU), and support for legacy protocols such as 

Modbus and MQTT. This architecture enables adversarial 

simulation, RBAC enforcement, and real-time telemetry 

analysis in a reproducible, isolated environment [6], [9], 

[22-24]. Table 2 displays the layer, components, and roles 

played in the testbed.  
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Table 2. Testbed Components 

Layer Component Role 

 Field Device 

Simulation 

PLC Simulator (Docker 

container) 

Emits control logic as 
JSON-formatted telemetry 

to mimic industrial process 

states 

Telemetry 

Analysis 

TensorFlow-based filter 

container 

Parses JSON telemetry and 
performs real-time 

anomaly scoring via 

embedded ML model 

Control 

Interface 

Flask API server 

(accessed via 

PowerShell/terminal) 

Provides RESTful 
endpoints for interacting 

with simulated SCADA 

logic through command-
line queries 

Protocol 

Emulation 

JSON-formatted 

telemetry stream 

Emulates industrial 

communication patterns 

(e.g., Modbus/MQTT) to 
preserve operational 

realism 

Orchestration 

Layer 
Kubernetes (Minikube) 

Orchestrates service 

deployment, namespace 
segmentation, RBAC 

enforcement, and 

container isolation 

Ingress 

Controller 

NGINX or Traefik 

(Kubernetes Ingress) 

Manages external access to 
services and simulates 

exposed API pathways for 

adversarial testing 

Adversarial 

Workloads 

Malicious pods 

(deployed via YAML 

manifests) 

Evaluate lateral 
movement, privilege 

escalation, and namespace 

containment in post-
compromise setups 

Monitoring & 

Logs 

kubectl logs, audit 

logs, Kubernetes 

Dashboard 

Collect runtime logs and 

container status for post-

simulation analysis and 
validation metrics 

These scenarios reflect common adversarial tactics 

observed in containerized environments and are modeled 

to test the containment boundaries of Kubernetes-native 

security primitives. 

 

4.  EXPERIMENTAL SETUP 

4.1  Objective 

The objective of this experiment is to assess the 

effectiveness of containerized security in protecting 

ICS/SCADA environments. Specifically, the testbed is 

designed to evaluate how well containerized deployments 

(Docker + Kubernetes) handle attack resilience, 

scalability, and isolation under three targeted cyberattack 

scenarios: 

• Unauthorized API Access Attempts – 

Simulating adversarial requests to Kubernetes 

APIs to test RBAC enforcement and audit 

logging. 

• Malicious Pod Deployment – Introducing 

unauthorized workloads to observe namespace 

isolation, network segmentation, and runtime 

behavior. 

• Privilege Escalation via RBAC 

Misconfiguration – Evaluating how over-

permissive roles or service account bindings can 

be exploited to gain elevated access within the 

cluster [6], [9], [24]. 

4.2  Setup Details 

4.2.1  Test Environment 

• Dockerized ICS/SCADA Stack Simulated 

control system components, including PLCs, 

RTUs, HMIs, and a telemetry filtering layer are 

containerized using Docker to ensure modularity 

and isolation [36], [38]. 

• Kubernetes Orchestration (via Minikube) 

o Manages container lifecycle and service 

discovery 

o Enforces security primitives such as 

namespaces, RBAC, and Network 

Policies [16], [17], [20] 

o Deploys and scales the alarm filtration 

module and SCADA telemetry services 

• Ingress Controller + API Gateway 

o Routes traffic to designated API 

endpoints for filtration and telemetry 

ingestion 

o Serves as a chokepoint to simulate 

unauthorized access attempts and 

enforce ingress-layer policies [26], [28] 

• Attack Injection Simulation 

o External scripts issue malformed or 

unauthorized API POST requests to test 

RBAC enforcement and audit logging 

o A secondary malicious pod is 

intentionally deployed into a namespace 

with minimal isolation controls to 

Figure 1. Containerized ICS/SCADA Testbed Topology 
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simulate insecure configurations and 

evaluate the testbed’s containment 

resilience under permissive security 

settings [9], [46], [48] 

Repeatability & Scalability 

• Minikube enables isolated, reproducible cluster 

creation for each test cycle [17] 

• YAML manifests define all deployments, 

services, and attack vectors, ensuring version-

controlled reproducibility [8], [9] 

• Telemetry and logs are collected using kubectl 

logs and custom instrumentation for post-

simulation analysis [6], [10] 

4.3  Metrics Evaluated This evaluation focuses on 

how effectively the containerized ICS/SCADA testbed 

handles security events, workload stress, and privilege 

containment under simulated adversarial conditions. The 

metrics were selected to reflect core performance and 

security attributes of Kubernetes-native architectures in 

industrial environments. These metrics were also selected 

to reflect core security principles, such as isolation 

integrity, RBAC enforcement, and policy consistency 

under adversarial workloads and repeatable attack 

scenarios. Table 3 summarizes the key evaluation criteria 

used to assess the containment and observability 

capabilities of the Kubernetes-based ICS/SCADA testbed. 

Table 3. Evaluated Parameters  

 

4.4 Attack Scenarios 

 

 4.4.1 Deploying  a Malicious Pod Attack To emulate 

a post-compromise attack scenario within the Kubernetes 

environment, we introduced a deliberately misconfigured 

workload via a manually created pod file: malicious-

pod.yaml. This manifest simulates adversarial behavior 

following unauthorized access to the cluster. Figure 2 

shows a deployed alarm-filter pod visualized in 

Kubernetes Dashboard prior to deploying the malicious-

pod. 

 

The pod executes a TensorFlow-based anomaly detection 

pipeline, processing JSON-formatted telemetry emitted by 

the simulated PLC container and Figure 3 is a display of 

the partial YAML manifest.  

 

The YAML file provisions a single BusyBox container 

that performs enumeration tasks commonly observed in 

real-world Kubernetes attacks. Upon deployment, the 

container attempts to: 

• Enumerate environment variables to extract 

sensitive data 

• Access mounted service account tokens typically 

used to authenticate with the Kubernetes API 

• Maintain persistence using a passive sleep loop 

 

In addition, the pod is configured with elevated privileges, 

running as the root user with privileged: true enabled, to 

assess the system's response to over-privileged containers. 

This configuration enables the study of lateral movement 

risks and privilege escalation within namespace 

boundaries. 

 

Deploying this pod within the testbed allows us to evaluate 

the effectiveness of RBAC policies, namespace isolation, 

and pod-level security controls in containing unauthorized 

workloads and limiting blast radius. 

 

 

 

Metric Description 

Containment 

Success Rate 

Frequency with which adversarial pods 

were blocked from privilege escalation or 

lateral movement 

RBAC Enforcement 

Accuracy 

Degree to which access was denied for 

unauthorized service accounts or API 

requests 

Namespace 

Isolation Integrity 

Whether workloads in isolated 

namespaces were protected from cross-

namespace traffic or role inheritance 

Telemetry Coverage 
Visibility into attack attempts via 

Kubernetes logs and instrumentation  

Policy Enforcement 

Consistency 

Observed consistency in application of 

Network Policies and admission 

controllers across test iterations 

Testbed 

Reproducibility 

Success in recreating attack conditions, 

results, and cluster behavior across 

redeployments 
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The container image used in this simulation is based on 

BusyBox, a minimalist Linux utility suite commonly 

referred to as the "Swiss Army knife" of embedded 

systems [30]. BusyBox consolidates numerous standard 

UNIX utilities such as sh, env, cat, and ls into a single  

lightweight binary, making it ideal for rapid deployment 

in constrained environments or adversarial simulations. In 

our setup, BusyBox serves as a compact yet functional 

platform for emulating attacker behavior, including 

environment enumeration and token harvesting. Its small 

footprint (typically under 1 MB) allows it to be pulled and  

  

executed quickly within Kubernetes clusters without 

requiring custom image builds [30]. This makes it a 

popular choice for both legitimate system diagnostics and 

malicious post-compromise activity in containerized 

environments [30-32]. 

 

 4.4.2   Deployment Confirmation Terminal output 

confirms the successful deployment of the malicious-pod 

using the kubectl apply command. This step validates the 

application of the declarative YAML manifest and signals 

that the testbed is ready for adversarial emulation 

scenarios within the targeted namespace. This marks the 

entry point of the simulated attack, representing the initial 

post-compromise action within the Kubernetes 

environment. 

 

The Kubernetes Dashboard view of the active malicious-

pod within the designated namespace is shown in Figure 

4. Metadata fields such as image source (BusyBox), labels, 

and runtime status (Running) reflect the pod’s operational 

presence and its ability to blend into typical workload 

activity, a characteristic often leveraged in real-world 

containerized attacks is shown in Figure 5 (note-IP 

address was redacted).  

 

 

 

 

 

Figure 2. Alarm-Filter Image Deployed in the Kubernetes Dashboard (via Minikube) 

Figure 3. Malicious-Pod Yaml Partial Manifest 
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The log output from the malicious pod showing post-

compromise enumeration behavior is shown in Figure 6 

(note-Port numbers and IP addresses were redacted). 

Although the pod lacks direct control over ICS 

components like alarm-filter-deployment, its access to 

environment metadata and service information 

demonstrates how minimal privileges can reveal cluster 

topology. 

 

 

 

Figure 4. Malicious-Pod Deployed in Kubernetes (via Minikube)  

Figure 5. Malicious-Pod Metadata Fields 

Proceedings of the 29th World Multi-Conference on Systemics, Cybernetics and Informatics (WMSCI 2025)

79



 

 

 4.4.4  Privilege Escalation Following the enumeration 

performed by the malicious-pod, an adversary gains 

visibility into environment variables and potentially 

exposed service account tokens.  

This reconnaissance phase yields critical metadata that can 

be repurposed in a subsequent privilege escalation attempt, 

mirroring how attackers chain access to deepen 

compromise.  

 

In the following scenario, we explore how this exposed 

configuration data informs a misconfigured pod 

deployment intended to elevate privileges within the 

container runtime. To simulate this escalation attempt, we 

deploy a new pod named escalation-contained using a 

modified YAML manifest, shown in Figure 7. We used the 

command kubectl apply -f escalation-contained.yml for 

deployment, which triggered the creation of the escalation-

contained pod within the designated namespace. This 

action validated the configuration of our containment 

 

 

escalation test sequence. The pod is configured with 

elevated runtime parameters (runAsUser: 0, privileged: 

true) and attempts to mount the host system’s /etc 

directory. While the container successfully runs with root 

privileges and simulates host-level access, it remains 

confined within Kubernetes security boundaries, 

highlighting the limitations of such privilege escalation 

efforts in a properly isolated containerized environment. 

 

 

scenario and served as the initiating step in the privilege  

Figure 6. Logs from Busybox in Malicious-Pod 

Figure 7. Escalation-Contained Yaml File 
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Figure 8 shows a partial log output from escalation-

contained simulating privilege escalation through a 

hostPath volume mount and root user execution. The 

attacker successfully lists 636 files under /host/etc, 

suggesting local escalation. However, this visibility does 

not translate into actionable control beyond the container 

boundary, highlighting how Kubernetes-native isolation 

mechanisms contain compromise even under permissive 

runtime conditions. 

contained -n malicious-pod to terminate the simulated 

privilege escalation workload. The successful execution of 

this command confirmed its removal, which was 

immediately reflected in the Kubernetes Dashboard where 

the escalation-contained pod no longer appeared. This 

action illustrates how malicious workloads can be 

surgically removed without disrupting neighboring ICS 

services or compromising overall system stability. 

 

Despite deliberate misconfiguration to simulate privilege 

escalation, the malicious pod was constrained within its 

operational scope. ICS workloads remained unaffected, 

highlighting container-native controls as effective 

mechanisms against lateral movement or cross-service 

compromise.  

 

 4.4.5  Unauthorized API Access Attack In 

Kubernetes-based ICS/SCADA environments, the 

Kubernetes API server represents a critical control plane 

component. If improperly secured, it can become a high-

value target for adversaries seeking to enumerate cluster 

resources, escalate privileges, or manipulate workloads. In 

traditional ICS systems, attackers often exploit flat 

network topologies and shared credentials to gain 

unrestricted access to control logic and device 

configurations. By contrast, Kubernetes introduces 

RBAC, namespace isolation, and tightly scoped service 

accounts to limit unauthorized API interactions. 

 

This scenario simulates a malicious pod attempting to 

access the Kubernetes API using a default-mounted 

service account token. The goal is to evaluate whether the 

containerized environment enforces access boundaries 

that prevent unauthorized enumeration or manipulation of 

cluster resources. The outcome of this simulation 

reinforces the importance of default-deny RBAC policies 

and the principle of least privilege in container-native ICS 

deployments. 

 

Recent studies have highlighted the risks of exposing the 

Kubernetes API server without proper authentication and 

authorization mechanisms [31-32]. Moreover, 

systematized security practices recommend disabling 

anonymous access, enforcing RBAC, and auditing API 

interactions to prevent lateral movement and privilege 

escalation within the cluster [33]. 

 

The partial Kubernetes manifest (unauthorized-api-

pod.yaml) shown in Figure 9, defines the api-probe-pod in 

the malicious-pod namespace. The pod uses the 

curlimages/curl:latest container to simulate an adversarial 

workload attempting unauthorized access to the 

Kubernetes API server. The image provides a minimal, 

secure environment with the curl binary and trusted root 

certificates, enabling HTTPS-based API probing without 

additional dependencies [34-36]. 

Figure 8. Kubectl Logs Escalation-Contained -n Malicious-Pod 

We used the command kubectl delete pod escalation-
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The api-probe-pod was deployed in the malicious-pod 

namespace using a declarative YAML manifest. This 

container simulates a non-privileged adversary attempting 

to enumerate resources exposed by the Kubernetes API 

server, forming a key component of the early 

reconnaissance phase in the testbed’s threat simulation 

workflow. 

 

Log output from the api-probe-pod reveals an attempted 

GET request to /api/v1/namespaces, which is denied by 

Kubernetes with a 403 Forbidden error. This response 

confirms that the service account associated with the pod 

lacks the necessary cluster-scoped read permissions, 

validating the effectiveness of the defined RBAC policies.  

 

The unauthorized API access simulation successfully 

demonstrated the enforcement of Kubernetes-native 

access boundaries within the containerized ICS security 

framework. Upon deployment, the api-probe-pod 

attempted to retrieve namespace data using the service 

account token mounted by default.  

 

As expected, the Kubernetes API server returned a 403 

Forbidden response, indicating that the requestor lacked 

the necessary RBAC permissions to perform cluster-

scoped enumeration. This outcome validates the 

effectiveness of default RBAC configurations and 

namespace isolation in preventing adversarial workloads 

from discovering or manipulating system-wide resources. 

Unlike traditional ICS architectures that often lack 

comparable access controls, the containerized 

environment offers measurable resistance to lateral 

movement and privilege reconnaissance. 

5.  RESULTS 

The simulated adversarial scenarios confirmed the 

enforcement of Kubernetes-native boundaries under 

realistic attack conditions. The api-probe-pod was unable 

to enumerate cluster namespaces due to RBAC 

constraints, while the escalation-contained pod 

demonstrated that even a container running as root with 

privileged: true remained confined within its designated 

namespace. These findings reinforce earlier studies 

comparing container security frameworks and 

demonstrate reproducible, policy-driven isolation. 

Several evaluated metrics from Table 3 directly align with 

these observed behaviors. The high Containment Success 

Rate was reflected in the inability of adversarial pods to 

escalate privileges or move laterally. RBAC Enforcement 

Accuracy was demonstrated by the denial of unauthorized 

API requests from the api-probe-pod, while Namespace 

Isolation Integrity was validated by the strict confinement 

of the escalation-contained pod. 

These results underscore the practical containment of 

privilege escalation in ICS contexts demonstrating that 

Kubernetes-native RBAC and namespace isolation can 

enforce security boundaries even under adversarial 

conditions. 

6.  COMPARISON ANALYSIS: TRADITIONAL ICS 

VS. CONTAINERIZED ARCHITECTURE 

Traditional ICS/SCADA systems frequently rely on 

monolithic architectures, minimal runtime isolation, and 

static access control mechanisms. These designs often 

leave entire networks exposed once a single component is 

compromised. By contrast, the containerized framework 

explored in this study introduces namespace isolation, 

RBAC enforcement, and fine-grained resource controls, 

which greatly reduce the attacker’s operational freedom 

and lateral movement capabilities [37-38]. Table 4 shows 

the comparison analysis between traditional ICS vs. 

containerized architecture. 

These results underscore the architectural advantages of 

Kubernetes when adapted for ICS use cases. The 

automated denial of unauthorized API access, for 

example, provides an actionable baseline for containment 

validation that is rarely feasible in legacy infrastructure 

[39], [41]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9. Partial Manifest Unauthorized-api-pod.yaml 
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Table 4. Comparison Analysis: Traditional ICS vs. 

Containerized Architecture 

Feature 
Traditional ICS 

Architecture 

Kubernetes-

Based 

Containerized 

ICS 

Network 

Segmentation 

Often flat or VLAN-

based, with limited 

micro segmentation 

[43] 

Enforced via 

namespaces and 

Network Policies 

[40] 

Access Control 

Role-based, but often 

coarse-grained and 

hardcoded into 

devices [43] 

Fine-grained 

RBAC with 

scoped service 

accounts [39] 

Runtime 

Isolation 

Minimal; processes 

often share OS and 

memory space [43] 

Strong isolation 

via Linux 

namespaces, 

cgroups, and 

container 

boundaries [41] 

Attack Surface 

Broad; compromise 

of one node often 

exposes entire system 

[43] 

Narrow: per-pod 

and per-

namespace 

exposure limits 

lateral movement 

[39-40] 

Response to 

Unauthorized 

Access 

Often undetected or 

delayed due to lack of 

centralized logging 

[43] 

Immediate denial 

with audit logging 

and event tracking 

[40] 

Reproducibility 

of Tests 

Difficult due to 

hardware 

dependencies and 

vendor-specific 

firmware [43] 

High, using 

declarative 

YAML manifests 

and containerized 

testbeds [42] 

 

7.  CONCLUSION 

 

This research validates that container-native mechanisms, 

particularly RBAC enforcement, namespace partitioning, 

and pod-level runtime controls, provide actionable 

containment guarantees in ICS/SCADA environments 

[39-40]. The experiments show that even when simulated 

adversarial pods are launched with elevated privileges or 

token access, Kubernetes’ security primitives curtail their 

ability to enumerate, traverse, or disrupt unrelated 

workloads. This level of isolation is rarely achievable in 

traditional ICS infrastructure, where control logic and 

network privileges are often shared broadly [37]. By 

building a reproducible and extensible containment 

framework, this work contributes a reproducible and 

extensible testbed that supports ICS adversarial emulation, 

facilitates automated security auditing, and enables 

rigorous policy validation in orchestrated cyberattack 

scenarios. 

8.  FUTURE WORK 

 

To expand the practical relevance and research value of 

this containment framework, future work will focus on the 

following dimensions: 

• Integration of Behavior-Based Telemetry 

Filtering: Building on the current alarm-filter 

module, we will implement behavior-based 

anomaly detection pipelines that adapt to 

evolving adversarial patterns. This includes 

dynamic model retraining using real-time 

telemetry and adversarial injection data, 

supporting predictive classification across 

diverse ICS workloads. 

 

• Live Incident Emulation and Blue Team 

Validation: Future iterations will incorporate 

blue team defense scenarios such as intrusion 

alerts, response workflows, and forensic 

evidence collection. This bidirectional model 

aims to validate not only attacker containment, 

but also defender agility under orchestrated 

attack conditions. 

 

• Framework Interoperability with NIST SP 800-

82r3 and IEC 62443: By aligning containment 

metrics with the newly updated NIST SP 800-82 

Rev. 3 and IEC 62443-4-2 component-level 

controls, future versions will support regulatory 

compliance and security maturity scoring.  

 

• Attack Replay and Scenario Benchmarking: We 

will expand the YAML manifest library to 

include repeatable attack templates modeled on 

MITRE ATT&CK for ICS. Each attack will be 

benchmarked for containment performance, 

telemetry fidelity, and detection latency, enabling 

standardized evaluation across research 

environments. 
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